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Why MV? Why UOV? [Beu+25b]

Multivariate (MV) schemes

€ Small signatures, fast signing and
verification

€ Decades of cryptanalysis
@ Large public keys (kB - MB)
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UOV (Unbalanced Oil and Vinegar)

€) Best signing latency and signature
size among MV candidates [WP26]

€) Conservative

© Same core operations as
MAYO [Beu+25a]

Rigoletto Goal: Lightweight PQC Co-processor
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Publicmap P : Fy —F(, g € {16,256} Verification: Signature s and msg

P(x) = (po(x), .- ., pm—1(x)) t < H(msg)
® p® P(s) = t
P P
\_vl_z
public key

Trapdoor (secret key)
A secret m-dimensional oil space O in which P vanishes

Voc O:P(o)=0
O s a basis of O

Florian Krieger



How UOV Works: Signing isec.tugraz.at m

Given O (a basis of 0), find s such that P(s) = t.

n Florian Krieger



How UOV Works: Signing isec.tugraz.at m

Given O (a basis of 0), find s such that P(s) = t.
s=v+o

n Florian Krieger



How UOV Works: Signing isec.tugraz.at m

Given O (a basis of 0), find s such that P(s) = t.
s=v+o
Sample random v

n Florian Krieger



How UOV Works: Signing isec.tugraz.at m

Given O (a basis of 0), find s such that P(s) = t.
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How UOV Works: Signing

Given O (a basis of 0), find s such that P(s) = t.

s=V+o

Sample random v

Solve P(s) = P(v+o0) = w—l— P(o)+P'(v,0) =tforo € O

—~— =

const. =0 linearin o
-> Linear equation system

n Florian Krieger
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UOV Signing and Verification (with some details omitted) Isectugrazat ®

B Key expansion
UoVv.Sign(csk, )
1: seedpy, O < Shakeysg(csk)
2: {Pfl)}, {sz)} < AES153CTR(seedpy)
3: salt & {0,1}%ten ¢ < Shakeyss(u || salt)
4: for ctr = O upto 255 do
5: v < Shakeyse(p||salt||seedsy]|ctr)

7.  fori=0uptom — 1do

: i 1ev ( p®_ p®T" | p@ ) 0
8: Ali,:] < v ( PP ‘ P| o
9: y[i] < vy

10:  Solve Ax = t — y for xif possible, else repeat
11: s+« (q,)+0x; returno = (s,salt)
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B Key expansion M Hashing
UoVv.Sign(csk, )
1: seedpk, O < Shakeyse(csk)
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B Key expansion M Hashing M Build linear system
UoV.Sign(csk, 1)
1: seedpy, O < Shakeysg(csk)
2 (P}, (PP} AES15CTR(seedy)

3: salt & {0,115ten ¢+ Shakepss( || salt)
4: for ctr = O upto 255 do
5: V< Shakeyse(p||salt]|seeds]|ctr)

6: A+—0,xm Y0,
7: fori=O0uptom —1do

: v ( p®, p®' | p@ ) 0
8: Ali,;] < v ( PP ‘ P| o
9: y[i] « vy

10:  Solve Ax = t — y for x if possible, else repeat
11: s+« (q,)+0x; returno = (s,salt)
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UOV Signing and Verification (with some details omitted) Isectugrazat ®

B Key expansion M Hashing B Build linear system M Solve
UoVv.Sign(csk, )
1: seedpy, O < Shakeysg(csk)
2: {PM}, (PP} < AES;56CTR(seedyy)
3: salt & {0,1}%ten ¢« Shakeyss(u || salt)

4: for ctr = O upto 255 do
5: V< Shakeyse(p||salt]|seeds]|ctr)

6: A+—0,xm Y0,
7: fori=O0uptom —1do

: 1w ( p® . p®' | p@ ) 0
8: Ali,;] < v ( PP ‘ P| o
9: y[i] « vy

10:  Solve Ax = t — y for xif possible, else repeat
11: s+« (q,)+0x; returno = (s,salt)

n Florian Krieger



The Research Problem: Lightweight UOV Acceleration isectugrazat ®

= No lightweight UOV hardware accelerator
= UOV needs large memories

= Upto 1.6 MBin existing HW
= Problematic for low-end deployment

= Lightweight SCA countermeasures
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Reducing the memory consumption
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m
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On-the-Fly Generation isec.tugraz.at m

110 - . zﬁ

v’ {Pi}ticim Oorv m results
single row set of single matrix m vectors
vector m matrices or column vector or m scalars

= P;sampled from AES-128-CTR
= Unfavorable data layout

Florian Krieger



isec.tugraz.at m

On-the-Fly Generation: Data Rearrangement

Slice s=0 : Slice s=1 i _ Slices=2
i=0 ... 15 : 16 31 132 ... 43
P(l)[o 0] out_aes|0) out_aes|[1] out_aes|2]

i (16xF,) - =

(1) Dt i 3 out_aes
P[0, 1] 2] out_aes[3] out_aes[4] [5]

(1) out_aes 1 ; o_a
P[0, 2] [5] out_aes[6] out_aes|[7] [8]
Pl(l) [0, 3] out_aes[8] iout_aes[9] éut_aes[lO]
Pl(l) [0, 4] out_aes[1]1] out_aes[12] out_aes|[13]
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Overall Architecture
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overall BRAM_A BRAM_O BRAM_T BRAM_ty | | BRAM_vs
;' | controller 1024 x 128bit | | 1536 x 128bit | | 1536 x 128bit | | 512 x 128bit | | 512 x 128 bit
o . t f = T¢ Daszus 4 ¢ § ; Y ¢¢
|| Gaussian 22 2 & Bl| Feld
= -> Elimination A . Shakeysg | | AES1,8CTR 1/0
| Controller Datapath Inversion
L x 7 x x x
e T R Host CPU
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Overall Architecture
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overall BRAM_A BRAM_O BRAM_T BRAM_ty | | BRAM_vs

| controller 1024 x 128bit | | 1536 x 128bit | | 1536 x 128bit | | 512 x 128bit | | 512 x 128 bit
. . t f i i T¢ Daszus ! ¢ i ; Y ¢¢
3 Gaussian & B .
= > Elimination A ° F'ek.j Shake,sg | | AES125CTR 1/0
! Inversion
} Controller
A — X x x
T e B Host CPU

up to 16 X upto5.1Xx up to 74 x

less on-chip memory faster signing better ATP

Florian Krieger

Best case vs. prior UOV hardware [Beu+23].
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Known Fault and SCA Attack Points of UOV isec.tugraz.at M

M Fault on t in deterministic UOV [BDK25]
UoV.sign(csk, )
1: seedpk, O < Shake;sg(csk)
2: {PW}, {PP} « AES;,sCTR(seedy)
3: salt & {0,1}%en < Shakeyss (1| salt)

4: for ctr = O upto 255 do
5: v < Shake;ss(]|salt||seeds||ctr)

6: A< Opym, Y< Op
7: fori=0uptom — 1do
. - T 1 n’ 2) )\ o
8 ALV ((p®p®" | )0
o: y[i] < v PMy
10: Solve Ax = t—y for xif possible, else repeat
11: s« (o,)+Ox; returno = (s,salt)

All attacks recover a vector of the oil spaceo € O
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M Fault on t in deterministic UOV [BDK25] B Leaky products with O [JD26]
UoV.sign(csk, )
1: seedpk, O < Shake;sg(csk)
2: {PW}, {PP} « AES;,sCTR(seedy)
3: salt & {0,1}%en < Shakeyss (1| salt)
4: for ctr = O upto 255 do

5:

6: A< Opym, Y< Op

7: fori=0uptom — 1do

. P T 1 ' 2) )@

8: Ali,:] + v (pl()+pl() ‘P,()>o

o: y[i] < v PMy
10:  Solve Ax = t —y for x if possible, else repeat
11: s« (o,)+ Ox; returno = (s,salt)

All attacks recover a vector of the oil spaceo € O
Florian Krieger
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Countermeasures for UOV isectugraz.at M

= Shuffling has been proposed

= Masked microcontroller implementations exist

m  [Kun+25]: 12x runtime overhead
m  [CGZ26]: 7.1x runtime overhead

? More lightweight SCA countermeasures

Florian Krieger
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UOV’s Equivalent Keys: Blinding Isectugrazat ®

= Oisasecret basisof O
= There are many bases spanning the same O
© Randomize basis 0, for each signing

0, = O - Rwith random invertible R

Florian Krieger



BlindEd uov isec.tugraz.at m

UOV.BlindedSign (seed,, seedsk, Op, 1)

1: Load O, from persistent storage

: {PMY, (PP}« AES125CTR(seedyy)

3: salt & {0, 1}15ten ¢ « Shakeyss( || salt)
4: for ctr = 0 upto 255 do

5: VW < Shakeyse(1||salt]|seeds||ctr)
66 R GLm(Fq); Op <+ 0p-R ©>re-randomize the basis
7 A+O0pxm, Y+ O
8
9

N

fori=0uptom — 1do
- T 1 I 2
Al v (p®p® [ )0,
10: y[i] « vy
11:  Solve Ax =t — y forxif possible, else repeat
122 s« (g,)+0yx; store0p; returno = (s,salt)

Florian Krieger
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= Makes DPA attacks more difficult
-> Long-term secret O is turned into ephemeral secret O,
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BlindEd uov isec.tugraz.at m

= Makes DPA attacks more difficult

-> Long-term secret O is turned into ephemeral secret O,
= Most signing steps remain the same
= The effect of blinding cancelsin s

-> sisidentical to unblinded case

Florian Krieger
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Iterative construction

€ Uniform over GL,(Fy)
@ Dedicated datapath

@ High constant time costs
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? How to efficiently sample an invertible R & GLn(Fq)?

Iterative construction Rejection sampling

€ Uniform over GL,(Fy) € Uniform over GL,(Fy)

@ Dedicated datapath €) Reuses the Gaussian

@ High constant time costs IO IR

@ ~ 1.5x signing latency
overhead
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Sampling Random Invertible Matrices Isectugrazat W

? How to efficiently sample an invertible R & GLn(Fq)?

Iterative construction Rejection sampling Can we do better?

€ Uniform over GL,(Fy) € Uniform over GL,(Fy) ?

[}
@ Dedicated datapath €) Reuses the Gaussian
elimination datapath

@ High constant time costs
@ ~ 1.5x signing latency
overhead

Florian Krieger
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1 o ---0 Upo Uoar -+ Uom-1
[1,0 1 -+ 0 0 w1 -+ Urma
R—L-U~— . .
ln-10 lpn-11 -+ 1 0 0 - Un—1m-1

Florian Krieger



The LU ApprOaCh isectugraz.at m

1 o ---0 Upo Uoar -+ Uom-1
[1,0 1 -+ 0 0 w1 -+ Urma
R—L-U~— . .
ln-10 lpn-11 -+ 1 0 0 - Un—1m-1

= Risinvertible by construction

Florian Krieger



The LU ApprOaCh isectugraz.at m

1 o ---0 Upo Uoar -+ Uom-1
[1,0 1 -+ 0 0 w1 -+ Urma
R—L-U~— . .
ln-10 lpn-11 -+ 1 0 0 - Un—1m-1

= Risinvertible by construction
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The LU Approach
1 0 - 0 Upo Uo1
l0 1 -0 0w
R=L-U=| = | N .
[m—l,O [m—l,l o1 0 0

= Risinvertible by construction
= Only needs matrix multiplication
! Not uniformly random over GL,,(FF,)

Florian Krieger

uO,mfl
Ui m—1

um—l,m—l
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The LU Approach: Statistical Analysis isectugraz.at m

= Slight bias in the diagonal elements of R
= r;;tend to be non-zero
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The LU Approach: Statistical Analysis

= Slight bias in the diagonal elements of
= r;;tend to be non-zero

0.0000
6.2500
(P(R[i,j] = 0))u = |6.2500
6.2500
6.2500

m  Effect quickly converges for larger i
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The LU Approach: Statistical Analysis

= Slight bias in the diagonal elements of
= r;;tend to be non-zero

0.0000
6.2500
(P(R[i,j] = 0))u = |6.2500
6.2500
6.2500

m  Effect quickly converges for larger i
= More than 2590 R matrices possible

Florian Krieger
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Sampling Random Invertible Matrices

isec.tugraz.at ®

? How to efficiently sample an invertible R & GLn(Fq)?

Iterative construction Rejection sampling LU approach (ours)

€ Uniform over GLy(F,) € Uniform over GL,(Fq)

@ Dedicated datapath €) Reuses the Gaussian

@ High constant time costs Elimliekiion eIz R

@ ~ 1.5x signing latency
overhead

Florian Krieger

€ Constanttime

© Only reuses existing
datapath

© < 30% signing latency
overhead

€) Not uniform over
GL(Fyq)
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TVLA
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Comparison

vs. UOV HW [Beu+23]

Security level  Signing

1 4.7 x faster
3 4.7 x faster
5 5.1x faster
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Comparison

vs. UOV HW [Beu+23]

Security level  Signing  Signing (blinded)

1 4.7 x faster 3.9 faster
3 4.7 x faster 3.8 x faster
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Comparison

vs. UOV HW [Beu+23]

Security level  Signing  Signing (blinded) BRAMs

1 4.7 x faster 3.9 faster 2.2x fewer
3 4.7 x faster 3.8 x faster 8.4 x fewer
5 5.1x faster 4.0x faster 16x fewer
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Comparison
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vs. UOV HW [Beu+23]

vs. MAYO HW [Hir+24]

Security level  Signing  Signing (blinded) BRAMs ATP

1 4.7 x faster 3.9 faster 2.2x fewer 1.25x worse
3 4.7 x faster 3.8 x faster 8.4 x fewer 1.05x worse
5 5.1x faster 4.0x faster 16x fewer 1.6 better
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= Low-memory UOV accelerator
= Lightweight blinding countermeasure
= Concepts also extend to other MQ schemes

ia.cr/2026/1451

Support the NIST selection process with implementation-specific insights.
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