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H The Number Theoretic Transformation

= Computational bottleneck: NTT

= >70% of computation time [Kkk+22]
< Hardware acceleration

Many configurations: Challenges

? How can we reduce the hardware design effort?
? How can we enhance flexibility?
¢ Hardware design tools!
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= Twiddle factor management (TF)

Stored TF On-the-fly generated TF

© Less logic © Less memory
@ Large memories @ More logic
= Simpler to implement =» Better for FHE

(Multiple primes, large polys)
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F Conflict-free memory accesses

= Dedicated execution flow

OpenNTT

= Combines k- and ¥ generically
= For all relevant configurations
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Generic Processing Orders

= Derive universal memory access constraints

m  For each stage
m For every NTT type
m  For different number of PE

= Combine with efficient twiddle factor order

m  Ensure somewhat linear generation order
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= Some NTT configurations need somewhat linear generation:

=<» Due to memory constraints

1 2 10

, 09 .

o, o, ®*C o/tc, ...

0°, 08, 0!, ©°, ®

= Changes across stages
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= Overtakes all steps

= Provides testing functionality

openNTT
Python, (System-)Verilog, TCL
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= Supported parameters:

Polynomial size

Prime size

Number of primes
Baseline or NWC NTT

Decimation method

Coefficient orders
Forward/inverse/unified NTT
Number of PE

NTT only or with arithmetic

Memory depth
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Results

Comparison Benchmarks

= NTT generation tools:

=» Prior tools use stored twiddle factors
m 1.3x t0 2.7x speedup
= 1.8x improved ATP

= Dedicated designs:

m  Comparable performance
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Conclusion and Takeaways

= Generic tool for NTT hardware accelerator design
= Open-sourced our tool

= Contribute to faster NTT design times
=» Supports research in the field
=» Relevant for industrial and academic domains
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