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Polynomial Commitment Schemes
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Central primitives in proof systems
Prove genuine evaluation of a polynomial

f (x) = c0x0 + c1x1 + c2x2 + . . .+ cn−1xn−1

3-phase commitment in linear-prover-time PCS:
1 Linear Encoding
2 Leaf Hashing
3 Merkle Tree

$Cause substantial latency

2



isec.tugraz.atPolynomial Commitment Schemes (PCS)

Central primitives in proof systems
Prove genuine evaluation of a polynomial

f (x) = c0x0 + c1x1 + c2x2 + . . .+ cn−1xn−1

3-phase commitment in linear-prover-time PCS:
1 Linear Encoding
2 Leaf Hashing
3 Merkle Tree

$Cause substantial latency

2



isec.tugraz.atPolynomial Commitment Schemes (PCS)

Central primitives in proof systems
Prove genuine evaluation of a polynomial

f (x) = c0x0 + c1x1 + c2x2 + . . .+ cn−1xn−1

3-phase commitment in linear-prover-time PCS:
1 Linear Encoding
2 Leaf Hashing
3 Merkle Tree

$Cause substantial latency

2



Phase 1: Graph-Based Linear Encoding
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Phase 2+3: Leaf Hashing + Merkle Tree Generation
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isec.tugraz.atHardware Limitation Factors

Commitment and Proving is data-heavy

$ Polynomial size N16..28(→ up to several GBs memory)

Observations:

Linear Encoding → Memory Bounded

Merkle Hashing → Resource Bounded

We address these limiting factors

$ Memory- and Platform-Aware Hardware Design!
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isec.tugraz.atHigh-Bandwidth Memory (HBM) on Alveo U280

HBM2 attached to FPGA fabric
Peak bandwidth: 460 GB/s (vendor figure)
32 independent pseudo-channels (PCs)

Achievable bandwidth (rule-of-thumb)

Access pattern % of peak BW

Linear / burst reads ∼90%
Frequent Rd / Wr turnarounds ∼50%
Random (poor locality) ∼30%

.
Linear Encoding

heavily uses
random access
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Linear Encoding using Expander Graphs
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l3
...

Input

r0

r1

r2

r3
...

Output

Baseline Graph: L2R ri =
∑

ωi,j · lj

Processing
flow

(linear)

Step 1:
Rd(r2) | r2+=ω2,0l0 | Wr(r2)Step 2:
Rd(r3) | r3+=ω3,0l0 | Wr(r3)Step 3:

Rd(l1) | Rd(r0) | r0+=ω0,1l1 | Wr(r0)Step 4:
Rd(r2) | r2+=ω2,1l1 | Wr(r2)Step 5:
Rd(r3) | r3+=ω3,1l1 | Wr(r3)Step 6:

. . .

E Many random Rd / Wr
Problems of L2R:

E Rd / Wr turnarounds
E Read-after-Write hazards

Rd(l0) | Rd(r0) | r0+=ω0,0l0 | Wr(r0)

Rd(l1) | Rd(r0) | r0+=ω0,1l1 | Wr(r0)
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$ Scratchpad reshapes data from 512x32 to 1088x16 (muxed to 1088x8)
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Commitment: up to 264×
Linear Encode: up to 231×
Leaf Hash: up to 1,015×
Merkle Tree: up to 21×

Proving: up to 65×
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isec.tugraz.atConclusion

� Multi-SLR architecture with HBM memory
Ç First FPGA accelerator for PCS with linear prover time
� Inverted expander graphs + Proof
� Reducing off-chip memory accesses
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isec.tugraz.atSpielman Encoding

x m1 z1

G(1)
1

G(1)
2y1 = Codeword ofm1

Codeword of x

m1 m2 z2

G(2)
1

G(2)
2y2 = Codeword ofm2

y1 = Codeword ofm1

m2 . . . . . . z3

G(3)
1

G(3)
2y2 = Codeword ofm2

Recursion 0:

Recursion 1:

Recursion 2:
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