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Homomorphic Encryption (HE
What is it about? Why is dedicated hardware needed?

Homomorphic encryption (HE) is in the limelight of con- Besides its benefits, HE comes with the drawback of huge performance
temporary research since it allows computations directly overheads preventing its practical adoption. Latest research improves
on encrypted data. Sensitive data can remain encrypted this limitation via hardware acceleration of server-side operations.

when sending, storing, and evaluating on untrusted plat- Yet, only little focus has been given to client-side operations which

forms. This property opens novel opportunities in privacy- are mathematically involving and computationally expensive.
preserving cloud computing.
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Results & Comparison

Latency Comparison Comparison to Intel Core CPU

The chart below compares the latency of a full CKKS Our accelerator Intel Core CPU Improvement
encode+encrypt procedure. RACE [2] and RISE [3] are ~ Clock irequency 200 MHz 2.3 GHz 11.5x lower
ASICs while Matteo et. al [4] presents an FPGA for client- ~ Encryptions/sec 534 Enc/s 204 Enc/s 2.6 x
side CKKS. All three works perform just the encryption in ~ Energy/encryption, 5.8 mJ/Enc | 73.5 mJ/Enc 12.7 %

hardware while leaving the encoding in software. Aloha- Area Consumption
HE significantly increases the performance between 4 x

and 59x compared to these works. Aloha-HE also out- This compares the resource utilization for generated and stored twiddle

factors w. Stored w saves LUTs at the cost of more BRAMS in use.
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