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Abstract. In reaction to the emerging quantum threat, the National Institute of Stan-
dards and Technology (NIST) seeks post-quantum secure digital signature schemes.
NIST’s ongoing competition recently advanced to the third round, in which the
Unbalanced Oil and Vinegar scheme (UOV) is a promising candidate due to UOV’s
conservative design, small signatures, and performant signing and verification. While
these benefits make UOV attractive, the implementation aspects for compact hard-
ware acceleration of UOV remain underexplored. Existing hardware accelerators
optimize for performance and have large memory footprints. Yet, constrained devices
require compact and low-memory hardware support. At the same time, lowering the
memory consumption of UOV without sacrificing performance is challenging due to
UOV’s large public keys and intermediate results. In addition, low-end devices are
prone to power side-channel attacks and benefit from lightweight countermeasures.
In this work, we focus on the open challenges of compact UOV hardware acceleration.
We design a low-memory UOV architecture with runtime-flexible support of NIST
security levels 1 to 5. Our architecture uses a load-balanced 16-lane datapath support-
ing the critical matrix operations of UOV. In addition, we lower UOV’s peak memory
consumption using a slicing technique and enable on-the-fly data generation via
streamlined data realignment. We also include a pipelined Gaussian Elimination unit
and a streaming approach for the large public keys needed for signature verification.
In addition to compact hardware acceleration, we defend against differential power
analysis attacks through a lightweight blinding countermeasure relying on UOV’s
equivalent keys. Our blinding requires random non-singular matrices, which are
not trivial to sample efficiently in hardware. We therefore assess existing sampling
approaches and propose a novel technique based on the lower-upper decomposition
of matrices. The resulting blinding solely reuses existing datapath components and
limits the runtime overhead to less than 30%. Compared to existing UOV accelerators,
our efficient FPGA design reaches up to 5.1x lower signing and 3.2x lower verification
latency, while reducing the memory consumption between 2.2x and 16x.
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1 Introduction

The advances in quantum computing threaten conventional cryptographic schemes that
rely on discrete logarithm and integer factorization problems. In reaction to this threat, the
National Institute of Standards and Technology (NIST) is standardizing post-quantum se-
cure signature schemes. This effort has already led to standards for lattice-based [NDL 24,
AAC™22] and hash-based signatures [NC24]. To further diversify the portfolio of signature
schemes, NIST currently drives a second standardization competition and nominates nine
third-round candidates [ABC*26]. The third-round candidates include constructions rely-
ing on hard isogeny-, lattice-, MPC-in-the-head-, and multivariate-based problems. Therein,
multivariate (MV) signature schemes are attractive candidates for NIST due to their small
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signature sizes and performant signing and verification operations [ABCT26]. In particular,
the Unbalanced Oil and Vinegar scheme (UOV) by Beullens et al. [BCD™25] outperforms
other MV schemes in signing latency and signature sizes while maintaining conservative
security guarantees [WP26]. These advantages of UOV come with the drawback of larger
public keys. Nevertheless, UOV attracts broad interest and motivates research on UOV’s
mathematical security [Ran26, FI26] and implementation efficiency [BCH'23, BCC™*24].

The implementation efficiency of UOV is particularly important, especially when
deploying UOV on resource-constrained devices such as IoT nodes or automotive controllers.
Therefore, works such as [BCH™ 23] optimize the UOV scheme for microcontrollers, but no
compact UOV hardware accelerator for resource-constrained devices has been published.
At the same time, implementing UOV efficiently in low-memory hardware is not trivial due
to the large intermediate data and large public keys. In existing UOV hardware [BCH™23],
the on-chip memory ranges between 216 kB and 1.6 MB for NIST security levels 1 to 5 and
dominates the overall area consumption [HSK*24]. Thus, UOV accelerators consume far
more memory than state-of-the-art Dilithium hardware [GJCJ23, NKZ*26], underlining
the need for memory-oriented implementation techniques. In addition, side-channel timing
and power leakage of unprotected implementations allow adversaries to retrieve the secret
signing key. Hence, the works in [KNK*25, CGZ26] propose masked microcontroller
implementations of UOV, but first-order masked UOV has a substantial runtime overhead
of up to 12x in software. This overhead calls for lightweight countermeasures allowing
trade-offs between side-channel resistance and computational efficiency.

In this work, we address these research gaps and investigate efficient and low-memory
design principles for UOV hardware accelerators. We therefore co-design memory-reducing
optimizations with efficient computation techniques. The resulting UOV architecture is
the first to support multiple parameter sets at runtime and lowers the on-chip memory
consumption by up to 16x compared to prior works. This allows us to support the largest
Uov-V security level with just 99 kB of on-chip storage, with competitive signing and
verification performance. We also consider physical security and integrate a lightweight
blinding countermeasure relying on UOV’s equivalent keys. Our specific contributions are:

e We present implementation techniques to reduce the memory consumption of UOV
hardware accelerators. These techniques include a slicing approach to serialize
memory-centric operations and an efficient method for on-the-fly data generation
and rearrangement. We also optimize for signing and verification performance within
our low-memory setting by implementing a load-balanced 16-lane datapath and a
pipelined Gaussian Elimination unit. The resulting UOV co-processor for FPGAs
supports runtime-flexible selection of Uov-Ip, Uov-III, and Uov-V parameter sets
and only requires 22 BRAMs. This shows the effectiveness of our optimizations and
allows up to 16 x BRAM reduction compared to existing UOV accelerators [BCH™23].
We also reach up to 5.1x and 3.2x lower cycle counts for signing and verification.

o We investigate a lightweight blinding countermeasure against differential power
analysis attacks. The blinding relies on UOV’s equivalent keys and re-randomizes
the secret oil space basis matrix O for each signing operation. This uses a single
additional matrix multiplication O - R with a random non-singular matrix R. The
randomization makes first-order DPA attacks more difficult, while avoiding high area
and runtime overheads. In addition, our blinding is transparent to the remaining
signing steps and allows straightforward combination with other countermeasures.

e We discuss different approaches to sample random non-singular matrices R, which
is needed in our blinding and in the masking scheme presented in [CGZ26]. Yet,
sampling random non-singular matrices is not trivial to implement efficiently in
hardware, as it either follows a hardware-unfriendly iterative construction or slow
rejection sampling. We therefore propose a new approach for sampling non-singular
matrices relying on the lower-upper (LU) decomposition. Our LU approach for matrix
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sampling is efficient for hardware as it only reuses existing datapath components.
Thus, the area overhead of the LU-based blinding countermeasure is marginal, while
the runtime overhead is between 21% and 29% for different security levels.

o We publish our source code in [KCR26] to support follow-up research.

2 Background and Notation

Let [n] ={0,1,...,n — 1} be the set of non-negative integers smaller than n and F, the
finite field with ¢ elements. Also, let F; =, \ {0}. We denote vectors and matrices over
[, using bold lowercase v € Fy and bold uppercase letters M € Fj*™, respectively. We
index the i-th element of a length-n vector v € Fy as v[i] for 7 € [n]. The element at the
i-th row and j-th column of a matrix M € FI'*™ is denoted as m; ; = M][i, j] for i € [n]
and j € [m]. Furthermore, we use MJi,:] and M]:, j] to denote the i-th row vector and
j-th column vector of M, respectively. We denote a set of m matrices {Pg,P1,...,Pp_1}
as {P;}ic[m)- We write the m x m identity matrix as I,, and the set of non-singular F’;Xk

matrices as GLg(F,). We use a & S when a is drawn uniformly at random from a set S.

2.1 The UOV Signature Scheme

The Unbalanced Oil and Vinegar scheme (UOV) [BCD'25] is one of the nine round-3
candidates in NIST’s competition for additional post-quantum signature schemes [ABC™26].
UOV relies on the hardness of solving systems of multivariate quadratic equations, which
has attracted decades of cryptanalytic attention. Moreover, UOV follows a conservative
construction by avoiding performance-oriented tweaks of the underlying problem. Besides
the deep cryptanalytic understanding, the main benefits of UOV are its small signature
sizes and performant verification. Yet, UOV has larger public keys than other round-3
candidates. This is inherent to MV schemes and motivates other MV schemes to reduce
public key size via modified security assumptions [ABCT26]. For example, the closely
related MAYO scheme [BCCT25] introduces a new emulsification technique to reduce
public key size at the cost of larger signatures. Yet, the underlying operations in UOV and
MAYO are similar, which allows extending implementation techniques to both schemes.

Technical Details of UOV. The UOV scheme as defined in [BCD™25] uses a public map
Py — Fpt, where P(x) = (po(X), - - -, Pm—1(x)). The polynomials p;(x) : Fy — F, are
homogeneous multivariate quadratic polynomials, where each p; can be expressed as

P PP

pib) =xPax=xT| ¢ Ll

X. (1)

The matrices P; € Fp*", Pl(-l) € Fy*?, and P§3) € Fy*™ are upper-triangular. The

P§2) € Fy*™ matrices are dense with scheme parameters n, m, ¢, and v =n —m.

The signature s € Fy of a message hash t € [Fj" is the preimage of t under P. This means
that a valid signature s of the message hash t satisfies P(s) = t. For proper parameter
choices of n, m, and ¢, it is hard to find a valid preimage s’ given P and t, unless P’s
trapdoor information is known. This trapdoor information is an m-dimensional secret
linear subspace O (also called the oil space), in which P vanishes, i.e., Yo € O : P(0) = O,
To compute a signature s = v + o using the UOV trapdoor, the signer randomly chooses a
vinegar vector v and computes the oil vector o € O via solving the linear equation system

P(s) =P(v+o)=P(v)+P(o)+P'(v,0) =t
const =0 linear in o

for o, where P’(x,y) = P(x +y)—P(x)—P(y) is the differential of P [BCD*25, BCC*25].
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Algorithm 1 Signing in UOV using the compact secret key csk [BCD™25]

UOV.Sign(csk, i) > csk = seeds, message p
1: seedpk, O <— Shakegsg(csk) >0 ¢ IF}Z’X’”
2:(_)<—<IO >0 e Fpm
3: {Pgl)}ie[m], {sz)}ie[m] — AE5128CTR(seedpk) > Pgl) S ]FZXD, sz) S ]ngm
4 salt & {0, 1}t ten ¢ < Shakegse(u | salt) >telFy
5: for ctr = 0 upto 255 do > Up to 256 signing attempts
6: v « Shakease (1 || salt || seeds || ctr) >v ey

7 A+~ 0nxm, y<O0, > Initialize A and y with zero
8: for : =0 upto m — 1 do
9

_ T
Si (PO 4PM [ P® ) 0= @V +PY ). 0+PP b8 cFm
10: Ali,:] +vTS;

11: yli] < VTPEUV
12: if A is invertible then
13: Solve Ax =t —y for x

. v 0 . n
14: s<—(0m)+0x >s €y
15: return o = (s, salt)

16: return L

Algorithm 2 Verification in UOV using the compact public key cpk [BCDT25]

UOV.Verify(cpk, u,0) > cpk = (seedpy, {PES)}ie[m]), message [, signature o = (s, salt)
1: t Shake256(u || salt), t' < 0,, > t,tl € an
2 {PM Y icpmls (P Vicm) < AES125CTR(seedp) > P e Fuxv, pi2) g poxm
pYH  p®

Opre P

K2

T

3: for i =0 uptom —1do t'[i] + s s

4: return t == t’

UOV Algorithms. Building upon the described UOV trapdoor, the signature scheme
consists of three algorithms: key generation, signing, and verification. In the NIST
submission, the authors of UOV propose compact key (csk, cpk) and expanded key (esk,
epk) variants. In the compact key variant, csk and cpk contain the minimal data required
to regenerate the key material via seed expansion. The expanded keys esk and epk contain
additional precomputed data to speed up signing and verification. Since we target a
low-memory hardware design, we focus on the compact key variant of UOV, as it reduces
key sizes and peak memory consumption.

The compact key generation of UOV [BCD ™25, Figure 2| first samples a random seedsy,

which generates the seedpk and O € Fy*™ using Shakeass. Therein, O forms the dense upper

block of the basis matrix O = ( o’ ‘ L, )T € =™, whose columns span the secret oil

space O. Next, the upper-triangular {Pgl)}ie[m] and the dense {PZ(.Q)}ie[m] matrices are
sampled from AES in counter mode AES125CTR(seedpk). Finally, the {PZ(-g)}ie[m] matrices
are computed such that P vanishes over O. The output of compact key generation is the
compact secret key csk = seedg and the compact public key cpk = (seedpy, {ng)}ie[m])-
Algorithm 1 presents UOV’s signing procedure using the compact secret key csk. Signing
first expands seedsx to obtain seed, and O € ]ngm. Subsequently, O is constructed
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Table 1: Round-2 parameter sets and key sizes of UOV. All sizes in bytes. [BCD'25]
Param. Set Sec. Lvl. n m v q lepk] |esk| lcpk]  esk] o]

Uov-Ip 1 112 44 68 256 278,432 237,896 43,576 32128
Uov-Is 1 160 64 96 16 412,160 348,704 66,576 32 96
Uov-II1 3 184 72 112 256 1,225,440 1,044,320 189,232 32 200
Uov-V 5 244 96 148 256 2,869,440 2,436,704 446,992 32260

Algorithm 3 Gaussian Elimination for system solving

GE(A € F;»*™, b € F7) > Returns x such that Ax =b or L
1: for Kk =0 uptom — 1 do > Step 1: Compute Echelon Form
2: fori=k+ 1 uptom—1do > Pivot search, must be constant time
3 if A[k,k] =0 and AJi,k] # 0 then
4 Alk,:] < Alk,:]+ Ali,:], b[k] + b[k] + b]{]

5 if Alk,k] =0 then return L > A is singular
6: p Alk k]t > Pivot’s inverse, also denoted as piv_inv
7 Alk,:] < p-Alk,:], Db[k] < p-b[k] > Scale pivot row
8 fori=k+ 1 uptom—1do > Eliminate entries below the pivot
9: e < A[i, k‘]

10: Ali,:] < Ali,:] —e- Alk,:], Dbli] < b[i] — e b[k]

11: for k=m —1 downtol() do > Step 2: Compute Back Substitution

12: x[k] < b[k] — Z;”:_kﬂ Alk, 5] - x[j]

13: return x € FZI”

by combining O with I,,, and public matrices {Pgl)}ie[m], {P,L(-Q)}ie[m] are sampled via
AES158CTR in line 3. Then, a random salt is sampled and hashed together with the message
to yield the target vector t. In the following loop, UOV samples a random vinegar vector v
and constructs a system of linear equations Ax =t —y. When the system is not solvable,
UOV samples a new vinegar vector and repeats the procedure. Otherwise, the signature is
computed as in lines 13 - 14. Note that the operation in line 9 can leverage the identity

_ T
matrix contained in O, which simplifies the computation to S; < (Pgl) + Pgl) )-O+ PZ(-Q).
The verification of UOV is shown in Algorithm 2. Verification expands the compact
public key cpk to the full {P;},c},,) matrices, and matches the hashed vector t with the

evaluation of the public map P(s). The signature is accepted if and only if P(s) ==

UOV Parameter Sets. The round-2 submission of UOV specifies four parameter sets, as
shown in Table 1. The Uov-Ip and Uov-Is parameter sets satisfy NIST’s security level 1
and optimize for smaller public keys and smaller signatures, respectively. Uov-III and
Uov-V correspond to NIST’s security levels 3 and 5. Note that Uov-Is uses Fy4, which
differs from the field Fa56 used in the other parameter sets. Next to the security level
dependent parameters from Table 1, UOV specifies sk_seed_ len = 256, pk_seed_ len = 128,
and salt_len = 128, independent of the security level. Since no round-3 parameters have
been published, we use the up-to-date round-2 parameter sets for our implementation and
emphasize that our contributions can be extended to future parameter updates.

2.2 Gaussian Elimination

Gaussian Elimination (GE) is a well-known algorithm to solve linear equation systems,
as required in UOV’s signing (line 13 in Algorithm 1). To solve a system Ax = b for x,
GE first computes the Echelon Form of the augmented system matrix ( A ‘ b ) Then,
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Figure 1: Overall UOV architecture with memory depths to support up to Uov-V.

Back Substitution computes the result vector x, as shown in Algorithm 3. Since GE is a
central component in different PQC schemes, it has been a target for hardware acceleration
in [CNU26, FG18, BCH'23]. These works often use systolic arrays for GE, which increases
area consumption due to numerous processing elements. In addition, the GE in UOV
operates over secret data and therefore requires a constant-time implementation [BCC™24].

3 Low-Area Hardware Architecture for UOV

In this section, we present our low-memory UOV hardware architecture for FPGAs, which
supports signing and verification for runtime-configurable Uov-Ip, Uov-III, and Uov-V
parameter sets. The key challenge of a low-memory UOV implementation is the handling
of large matrices. This is reflected in the high on-chip memory consumption of existing MV
acceleration works [BCH'23, HSK ™24, SMA™24], requiring between 205 kB and 1.6 MB
of on-chip memory for security levels 1 to 5. Instead, our architecture only needs 99 kB to
support up to Uov-V while maintaining competitive performance. We reach this memory
efficiency via a slicing approach to serialize memory-centric operations and an on-the-fly
sampling of {P;};c[m). We also optimize GE by reducing memory port conflicts. These
design techniques and their application to UOV are presented in the following.

3.1 Overall UOV Architecture

Figure 1 shows our overall UOV architecture. The I/O module (bottom right in Figure 1)
interfaces between the accelerator and the host CPU. The I/O module allows the host
CPU to access the BRAMs and offers memory-mapped registers for seeds, seedpk, message
length, and other control signals. Moreover, the I/O module selects the security level,
signing and verification operations, and configures the Overall Controller and the Gaussian
Elimination Controller. The processing units — consisting of Datapath, Field Inversion,
Shakesss, and AES128CTR — connect to the memory subsystem via the central Data Bus.
The memory subsystem includes five BRAM banks, with a word size of 128 bits. This word
size aligns with the AES12sCTR output and the datapath bitwidth, as we will explain later.
Note that BRAM__A and BRAM__vs offer dual read ports for the high reading throughput

required in computing the GE and the quadratic polynomials (i.e., v PPy and s'P;s).

%

In the next subsections, we detail the individual components of our UOV architecture.

3.2 Datapath Architecture and Slicing

The most time-consuming operations in UOV’s signing and verification are matrix-matrix
and matrix-vector multiplications. Signing spends the major latency share on setting up
the linear equation system Ax =t —y (lines 8 - 11 in Algorithm 1). Verification mostly
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Figure 2: Illustration of our slicing approach. Matrices of the same color are processed
in parallel. This shows two C; matrices per slice for demonstration purposes, while our
datapath processes 16 C; matrices per slice.

consists of the computation of the quadratic polynomials s P;s (line 3 in Algorithm 2).
In addition to their high latency, storing these operations’ large intermediate results is
not feasible in a low-memory design since the {P;};c[m) and {S;};e[m) matrices consume
between 400 kB (Uov-Ir) and 4 MB (Uov-V). These storage requirements exceed the
BRAM capacity of low-end FPGAs [AMD21]. We therefore optimize the critical matrix
operations and introduce a slicing approach to efficiently support multiple parameter sets
and to lower the memory pressure in signing and verification.

Our slicing approach uses the observation that all critical matrix operations in UOV
follow the pattern shown in Figure 2. In both signing and verification, the shown operation
multiplies a set of matrices {C;};cn by a single operand from the left (a) or from the
right (B or b)'. Note that there are always m matrices in the set {C;};em) and the
operation in Figure 2 results in m vectors or scalars.

One extreme case to implement this operation is to fully unroll m parallel processing
lanes, where each lane computes over one C; matrix. However, this would lead to a high
area consumption and cannot efficiently support multiple parameter sets. To support
multiple UOV parameter sets with m between 44 and 96, fully unrolling the matrix
operations would need 96 processing lanes. Yet, when computing smaller parameter sets
with m < 96, several processing lanes would remain underutilized. Furthermore, fully
unrolling the operation requires storing all intermediate results at once, which severely
increases memory consumption. Another approach is to just instantiate one processing lane,
which would reduce area consumption at the cost of high latency. Instead, we fine-tune
the number of processing lanes to balance performance and area consumption.

Selecting the Number of Processing Lanes. To fine-tune the number of processing lanes,
we instantiate a datapath with 16 lanes computing over a subset of 16 C; matrices at a
time. This allows us to directly consume the 16 - 8 = 128 bits generated by AES15sCTR
and offers the flexibility to support multiple parameter sets in one hardware.

To further explore the design space of the processing lane count, we consider a more
performance-oriented configuration with 32 lanes. This 2x increase in lanes reduces signing
latency by 1.3x, 1.5, and 1.7x for Uov-Ip, Uov-III, and Uov-V, respectively. The
speedup is less than 2x since some operations like GE or hashing are not significantly
accelerated by additional lanes. Yet, the area and memory consumption increase with the
number of lanes. Compared to our 16 lanes, instantiating 32 and 64 lanes would increase
the datapath area by about 2x and 4 X, respectively. Also, the BRAM consumption grows
by 1.55x and 2.34x, due to the larger BRAM word size. Finally, 32 and 64 lanes require
additional AES;28CTR modules for sufficient sampling bandwidth, as we will explain in
Section 3.3. Thus, instantiating more than 16 lanes reduces latency, but this benefit is

1We use generic symbols {Ci}ie[m]z a, B, and b to refer to different operands in UOV’s signing and
verification. The symbols match the datapath port names in_a, in_b, and in_c, which we introduce later.
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Figure 3: (a) 16-lane multiply-and-accumulate datapath to compute within a slice.
(b) AES128CTR output data layout for Uov-IpP (m = 44).

outweighed by the resulting increase in area and memory consumption. We hence choose
a 16-lane datapath for our architecture and limit the following discussions to this case.
Building upon this, we call each set of 16 C; matrices a slice (indicated by matching
colors in Figure 2) and iterate over the s = [m/16] slices sequentially. This slicing approach
has not been reported in existing works and comes with two benefits. First, it allows us
to only instantiate BRAM memory for the intermediate results of one slice and reuse the
same memory across consecutive slice computations. Second, slicing enables us to support
Uov-Ipr, Uov-III, and Uov-V parameter sets in a unified architecture with low memory
overhead. Depending on the security level, we iterate over s = 3, 5, or 6 slices and perform
the same operation sequence within each slice. Note that slicing can also be applied to
Uov-Is, which uses ¢ = 16. Each lane only processes 4 bits in Uov-IS, and 32 lanes are
required to maintain a 128-bit datapath. Due to the different finite field, we do not support
Uov-Is in our architecture and leave its implementation for future engineering effort.

Datapath Architecture. As already mentioned, our datapath operates over a single slice
with its 16 C; matrices. Figure 3a shows our 16-lane datapath performing parallel multiply-
and-accumulate operations over the in_c|] operands (mapping to C; in Figure 2). The scalar
inputs in_a and in_b map to a and B in Figure 2 and compute out[i] = in_a-in_b-in_ c[i]
for i € [16]. In addition, the preload]] input allows initializing the MAC registers, thereby
supporting vector additions like in Algorithm 1, line 14, where v is preloaded into the
registers and the result of Ox is accumulated to v. With this datapath, we can efficiently
compute the critical sliced matrix operations in signing and verification. When performing
simple, non-sliced matrix operations such as in line 14 of Algorithm 1, the 16 multipliers
are used to compute 16 individual elements of the resulting matrix. This lightweight
computation offers an efficient trade-off between area and performance.

3.3 On-the-fly Data Sampling

To reduce the memory consumption in signing and verification, we extend the slicing
approach by an on-the-fly sampling of the {Pgl)}ie[m] and {Pl(?) }icm) matrices. Specifically,
we use 10-round AES;125CTR to generate the matrix elements of one slice and directly
forward the sampled data to the in_c port of the datapath. Since the AES-based data
sampling is critical for performance, we use fully unrolled and pipelined AES;55CTR,
generating 16 field elements (128 bits) per clock cycle.

However, combining the slicing approach and the on-the-fly generation of {Pgl)}ie[m]

and {Pl(-Q)}ie[m] is not trivial due to UOV’s specified data layout. The problem lies in
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the fact that AES125CTR outputs 16 field elements at once, and these 16 field elements
belong to 16 different P; matrices. At the same time, 16 does not divide m for Uov-
Ip and Uov-III. Therefore, a single AES155CTR output can cross the slice boundaries
and overflow into subsequent slices. To illustrate this problem, consider Uov-Ip with
m =44 = 2-16+ 12, as shown in Figure 3b. Therein, the first AES155CTR output (denoted

as out_aes|0]) returns 16 field elements P(()l) [0,0] to P§15) [0,0]. All these elements belong to
slice number s = 0, and the computation of slice s = 0 can directly start in this case. Yet,
out_aes[2] generates the elements Pélz) [0,0] to Pi? [0,0] and Pgl) [0,1] to Pgl)[O7 1]. While
PSQ) [0,0] to Pfé) [0, 0] belong to slice number s = 2, P(()l)[O, 1] to Pgl)[O, 1] are elements
from slice s = 0 (see Figure 3b). Since out_aes[2] only returns the first four elements
of slice 0, another call to out_aes[3] is required to obtain all required elements for the
s = 0 computation. This misaligned seed expansion complicates hardware design. Existing
works [HSK*24, BCH™23] resolve this problem through memory-based data alignment,
but at the cost of high BRAM consumption.

We propose two solutions to combine on-the-fly seed expansion and a streamlined data
realignment. The first solution is to only instantiate one AES;24CTR core. The single
AES;158CTR core computes both outputs contributing to one slice in two consecutive clock
cycles (e.g., out_aes|2] and out_aes|3] to obtain all Pl(-l)[O7 1], i € [16] for s = 0, as in
Figure 3b). Then, the two outputs are blended via shifts and conditional register updates
to align with the slice boundary. This blending operation is lightweight since each output
byte position can only originate from at most max{16/ ged(16,m) : m € {44,72,96}} = 4
AES positions. Thus, blending consists of a 4:1 multiplexing operation. The described
first approach returns one 16-lane input to the datapath every two cycles but only uses
one AES15sCTR unit. Alternatively, our second approach instantiates two AES;25CTR
cores, where one computes out_aes[i] and one computes out_aes[i + 1] in parallel. The
two outputs are then blended in a pipelined fashion to form the 16-lane datapath input.
Although the second AES158CTR core increases the area footprint by roughly 3k lookup
tables (which is 9% of the whole LUT consumption), we opt for the second approach to
reduce signing and verification latency by up to 2x. Another benefit of on-the-fly sampling
is the parallelization of AES125CTR computations and arithmetic operations within a single
pipeline. This reduces latency compared to serialized AES12sCTR and matrix operations.

3.4 Gaussian Elimination

Another critical step in the signing operation is solving the linear equation system
Ax =t —y. The GE, as shown in Algorithm 3, is a common choice for this step. While
many existing implementations of GE use resource-intensive systolic arrays, we aim to
reutilize our datapath from Section 3.2 to reduce area consumption. Thus, we choose an
iterative approach to compute the GE, where we load data from BRAM to our datapath,
perform batched operations over up to 16 lanes, and store the result back to BRAM.
However, fully pipelining our load-compute-store approach for GE requires reading up
to two operands and storing one result back to BRAM per clock cycle (see lines 4, 10,
and 12 in Algorithm 3). This causes structural pipeline hazards in the form of BRAM
port conflicts, since the FPGA’s BRAM banks only support two independent accesses
in each cycle, one per port. In our architecture, we resolve the port conflict by using
BRAM__A, which stores the system matrix A, BRAM__ ty storing the vector y' =t —y,
and BRAM__ T, which mirrors the content of BRAM__A and BRAM_ ty. In particular,
BRAM__T holds copies of A and y’, and every write to A and y’ also updates BRAM_ T
along with BRAM__A and BRAM_ ty. This approach offers us two read ports and one
write port, which can operate independently. The resulting pipelined GE lowers our signing
latency. At the same time, we reuse BRAM__T, which is already part of our design, thereby
avoiding additional memory consumption.
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Yet, read-after-write (RAW) data hazards remain and require careful consideration.
These RAW hazards occur in the late stages of the Echelon Form and Back Substitution
steps, where the production-to-consumption window of intermediate data is smaller than
the pipeline latency. We avoid these RAW hazards by monitoring the data dependencies in
our control logic. This happens in a data-independent way by counting the cycles between
consecutive operations involving the same data. If the counter is below the pipeline latency
threshold, we wait the minimal cycle count required to commit the previous data value,
thereby improving performance. Our constant-time implementation of GE takes between
18% and 30% of the overall signing latency. In addition, GE effectively reuses the existing
BRAMs and the datapath by parallelizing the row operations in the 16 datapath lanes.
Finally, control registers allow for flexibly changing the UOV parameter set at runtime.

3.5 Verification Support

The verification in UOV, as explained in Algorithm 2, computes the target hash t via

Shakessg and matches t with the result of sTP;s. Since computing s' P;s is very similar

TPQ)
1

to computing v v in signing, we do not need additional datapath components to

support verification. However, verification involves the {PE3)}i€[m] matrices, which are

part of the cpk. The {PES)}ie[m] matrices are large and consume up to 437 kB for Uov-V,
which cannot be stored in our architecture.

Instead of increasing our memory consumption to support verification, we propose a
streaming approach for verification. Our streaming approach operates on top of slicing
and computes each slice of s'P;s in two steps. In the first step, we only compute

t; =s[w] " [Pgl) | Pz@)} s using on-the-fly data sampling of Pl(-l) and PEQ) in a sliced manner.

Then, we compute the remaining sum s[v:]Tng)s[v:] = Z;":_Ol ZZ:; S[v+j]s[v+k]Pl(3) [7, K]
(3

and accumulate it to the previous result ¢;. We note that each element P[4, k] is only

used once for computing the quadratic polynomials. Thus, the elements of ng) can be
)

loaded from off-chip memory in a streaming fashion. As soon as an element of PEB arrives

at the co-processor, it is directly consumed to compute s[v:]Tng)s[v:]. Therefore, we avoid
storing PES) on chip. This streaming does not require any reordering of the public key.

4 Lightweight Blinding Countermeasure

Cryptographic implementations running on attacker-accessible devices demand counter-
measures to make side-channel attacks impractical. One powerful countermeasure against
differential power analysis attacks [KJJ99] is masking, which splits secret variables into
d > 1 randomized shares. This randomization breaks the correlation between the device’s
power consumption and the secret, as long as the attacker cannot observe all d shares
simultaneously. The strong security guarantees of masking, however, come at the price
of high overheads in terms of runtime, memory consumption, and randomness demands.
Considering the UOV scheme, two masking approaches have been proposed for software
platforms [KNK*25, CGZ26]. The work in [KNK™25] presents an end-to-end masked
UOV implementation with a 12x runtime overhead for first-order masking. The authors of
[CGZ26] present a different masking method for solving linear systems at the cost of up to
7.1x increased signing runtime. Although these software overheads do not directly translate
to hardware, masking still causes increased latency, area, and memory consumption.

A more lightweight countermeasure is blinding [Koc96]. Blinding randomizes internal
variables without splitting them into shares and thus hides the secret in the power trace. It is
important to note that blinding has weaker security guarantees than masking, but it causes
less overhead and thus suits resource-constrained devices. Moreover, it is straightforward
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to combine blinding with other countermeasures to further increase physical security. This
motivates us to investigate blinding for UOV as a case study for MV schemes.

4.1 Threat Model

Differential power analysis (DPA) [KJJ99] is a statistical side-channel attack where the
attacker collects power traces of many executions of the algorithm, where each execution
uses the same static secret key. Since the power consumption correlates with secret key-
dependent intermediate values, the attacker can match the observed power consumption
to a key hypothesis. One method to complicate DPA is to randomize the secret such that
each execution of the algorithm has randomized power leakage. This randomization can
be achieved by our blinding approach, which turns the long-term static secret key into
randomized ephemeral keys to make DPA more difficult. We also mitigate timing side-
channel attacks with a constant-time implementation. Yet, we consider higher-order DPA
attacks outside of our threat model. In addition, we do not consider single-trace attacks
or fault attacks, which have been explored in prior work [SMA*24, ACK25, ACK™'23,
BDSK25, JD26]. Nevertheless, our blinding countermeasure is transparent to the remaining
operations in signing. This allows naturally combining blinding with other countermeasures
such as masking or shuffling. Therefore, the lightweight blinding is not a replacement for
masking, but it can serve as an additional measure to complicate side-channel attacks.

4.2 Blinding UOQV using Equivalent Keys

It is well known that MV schemes do not have a unique signing key [WP05]. Instead, MV
schemes have a large class of equivalent signing keys, where each equivalent key generates
a valid signature under the public key. This allows randomly choosing a new equivalent
key in each signing operation, leading to a randomized (blinded) signature computation.

Previous work [PSN22] has used this observation for blinding the Rainbow [DS05] MV
scheme from NIST’s first PQC competition. However, the security of Rainbow has been
broken [Beu22], and the blinding approach for Rainbow does not directly extend to UOV.
This is due to the structure of Rainbow’s public map P = S o F o T, composed of the
secret central map F, and two invertible affine maps S and 7. The authors of [PSN22]
blind the secret maps using two random linear maps A and B such that

P=(SoA)o(AoFoB)o(B o).

As presented in Section 2.1, UOV differs from Rainbow and does not explicitly use the
individual secret maps, preventing a direct application of [PSN22|. Instead, UOV uses the
basis matrix O € <™ whose column space defines the secret oil space O. Yet, the basis
is not unique, and there exist numerous basis matrices defining the same oil space O. We
therefore propose to blind the basis matrix by computing

0,=0 R

with a random, non-singular R € Fy"*™, as shown in Algorithm 4. This yields an
equivalent, blinded basis matrix O spanning the same O. The subsequent signing steps in
lines 8 - 14 of Algorithm 4 use O, to compute the linear system Ax =t — y and solve for x.
Only at the end of the signature computation (line 14), the multiplication of O, - x cancels
the effect of blinding, and the resulting signature s is identical to the unblinded case. Note
that blinding does not affect the rank of A and, hence, the solvability of Ax =t —y.
Algorithm 4 shows our blinded UOV signing procedure with the changes to the original
UOQOV signing highlighted in blue. During key generation, we store the expanded and
blinded basis matrix O, = O - R in persistent memory. Then, signing loads the blinded
basis matrix O from persistent storage (line 3). In each signing attempt, we re-randomize
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Algorithm 4 Blinded signing in UOV

UOV.BlindedSign(seed,y, seeds, 1t) > message p
1: {Pgl)}ie[m], {sz)}ze[m] — AE5128CTR(seedpk) > Pgl) S ]FZXU, PEQ) S ]szm
2 salt & {0, 1}saltten ¢ < Shakeose (1 || salt) >telFy

3: Load Oy, from persistent storage.
4: for ctr = 0 upto 255 do

5: v < Shakegse (1 || salt || seedsy || ctr)

6: R & GL,, (F,) > Sample fresh blinding matrix
7 0, 0,-R > Re-randomize the basis matrix for O
8: A+—0nxm, y<O0, > Initialize A and y
9: for : =0 upto m — 1 do

10: Al ) evT- (PO 10" | P@ )0,

11: yli] + VTPEUV

12: if A is invertible then

13: Solve Ax =t —y for x

14: S (OV ) +0,-x > Oy - x cancels the effect of blinding on s
15: Store Oy, to persistent storage. > Keep Oy, for the next signing operation
16: return o = (s, salt) > o is identical to the unblinded case

17: return L

the basis matrix with a randomly sampled non-singular matrix R (lines 6 - 7). After a
successful signing attempt, we store the updated O, matrix again in persistent memory
(line 15) for its use in future signing operations. The blinding also scrambles the structure
of Oy, which no longer has I,, in the lower block. Therefore, the operation in line 10
cannot leverage the optimized computation as in Algorithm 1, line 9.

Since O without blinding is a static secret involved in numerous suboperations, it is
an attractive attack target. With our blinding approach, the secret basis matrix O is
randomized in each signing attempt, while other intermediates like v are ephemeral by
construction. The remaining static attack target is seedg that is used to sample v using
Shakesss. Yet, seedg is only used within a single Shakessg call, which limits the attack
surface. In addition, existing countermeasures like masking the Shakessg core can protect
seedgc. Alternatively, since the vinegar vector v can be any randomly selected vector,
seedg, can be replaced by an ephemeral random bitstring of length sk_seed len. The
random bitstring is refreshed in each signature computation, yielding genuine signatures
under the same public key. With these strategies, we turn the static secret variables into
randomized, ephemeral variables, thereby impeding DPA attacks.

In addition, Algorithm 4 shows that most signing operations are unaffected by our
blinding, which allows us to easily combine blinding with other existing countermeasures
like masking. Also, the blinding itself can be masked by using matrix multiplication
gadgets [KNKT25] for the operation in line 7. We note that the blinding of the oil space basis
matrix also applies to other round-3 MV signature schemes such as MAYO [BCC*25]. The
MAYO scheme is similar to UOV, but optimizes the public key size using an emulsification
technique. Given this similarity, our blinding directly applies to MAYO as well.

4.3 Sampling of Random Non-Singular Matrices

The blinding approach introduced in Section 4.2 randomizes the basis matrix by computing
O; - R, with R sampled from GL,,(F,). Thereby, R must be non-singular to preserve the
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rank of Oy. Yet, sampling random non-singular matrices efficiently in resource constrained
hardware is not trivial. In this section, we investigate two existing approaches for sampling
matrices from GL,,(F;) and introduce a hardware-friendly LU approach based on the
lower-upper decomposition of matrices. To the best of our knowledge, LU-based matrix
sampling has not been proposed in side-channel literature. In addition, sampling random
non-singular matrices is not only relevant for blinded UOV, but also for masking schemes
like [CGZ26], broadening the applicability of the discussed methods in the PQC domain.

4.3.1 Approach 1: Iterative Construction of Random Non-Singular Matrices

The first approach considered is the iterative construction of random non-singular matrices,
as proposed in [Ran93] and extended in [XDB18|. This construction returns a uniformly

random R & GL,,(F,), according to Algorithm 5. The algorithm starts with a non-
singular 1 x 1 matrix. Then, RandExtend() iteratively extends a non-singular & x k matrix
to a k+ 1 x k+ 1 matrix until the matrix reaches the targeted dimension m.

However, Algorithm 5 has two problems for efficient UOV hardware. First, line 6
requires data-dependent memory accesses and data movement, since the position of ¢ in
B depends on the secret index r. Second, the computation of r itself and the updates of
B (lines 5 - 7) must be constant time to prevent timing leakage of . Thus, supporting
Algorithm 5 in constant time would cause runtime and control logic overheads.

4.3.2 Approach 2: Rejection Sampling of Random Non-Singular Matrices

Another approach to sampling R is rejection sampling. Rejection sampling first samples a
random matrix R & Fy'*™ and accepts R if it is non-singular. Otherwise, R is rejected,
and the procedure is repeated with a freshly sampled R. The rejection probability of a

m—1, m

random R & L %”# =1- W =1-T[},(1 —¢77), resulting in
a low rejection probability of about 0.4% for Uov-Ip, Uov-III, and Uov-V. For Uov-Is,
however, the rejection probability is 6.6% due to the smaller field Fyg.

The check if R is non-singular can reuse the Echelon Form (EF) computation in the GE
unit, which is already present in our UOV hardware. This makes the rejection sampling
approach more efficient than the iterative construction from Section 4.3.1. Yet, the EF
computation is a rather slow operation and takes between 19k clock cycles for Uov-Ip
and 90k cycles for Uov-V on our hardware. Additional cycles are required for re-sampling
a fresh R after a rejection and for multiplying Oy - R, if R is non-singular. This matrix
multiplication cannot be parallelized with EF and adds between 13.6k and 147k cycles.
The resulting signing runtime overhead of rejection sampling-based blinding is between 33k
cycles (50% overhead) for Uov-Ip and 237k cycles (46% overhead) for Uov-V. Hence, we
propose a more efficient matrix sampling with less runtime overhead in the next subsection.

4.3.3 Approach 3: The LU Approach for Random Non-Singular Matrices

To efficiently sample random non-singular matrices, we propose the so-called LU approach.
In the LU approach, we sample a random lower-triangular matrix L € Fy**™ with unit
diagonal elements, and a random upper-triangular matrix U € F**™ with non-zero
diagonal elements. Then, we compute the randomly sampled matrix R as

1 0 - 0 Ug,o U0l Um—1
li0 1 - 0 0 winx -+ ULm-1

lm—1,0 lm—11 - 1 0 0 - Un—1,m—1
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Algorithm 5 Constructing uniformly random non-singular matrix R € GL,,,(F,) [XDB18]

RandGL(m) > Returns a uniform R & GL,,(F,)

L RE GLy(F,) = Fy > Random non-zero field element interpreted as 1 x 1 matrix
2: for i = 2 upto m do R + RandExtend(R)

3: return R

RandExtend(R) > R € GL(F,); returns uniform B € GLj41(F,)
rud FEHI\ {0k41}, ¢ & Fk > Rejection sampling for u
5. r < min{j € [k+1] :ufj] #0} > First nonzero index of u
0, 1 0r—r . .
6: B+ i > Insert unit row and column vector c¢ at index r
R[;,0:r] ¢ R[;,r:k]

7. for j =7+ 1 upto k do B[, j] + B[:, j] + u[j] - B[;, 7]
8: B[:,r] + ur]- B[, 7]
9: return B

Note that I; ; & Fy for i > 7, u;; & Fy, and u; ; & F, for i < j. Obviously, R is
non-singular since L and U are non-singular and R~ = U~! . L~!. However, using our
LU approach, R is not uniformly random over GL,,(F,), since a non-singular matrix
R only permits an LU decomposition if and only if all leading principal minors of R
are non-zero [HJ85]. Due to this non-uniformity, we analyze the statistical properties of
R = LU in the following. First, we investigate the number of possible R matrices before
examining the probability distribution of individual elements of R.

Number of generated matrices. Let LU,,(F,) = {R € F"*™ : R = LU} be the set
of matrices generated by the LU approach over a finite field F, as defined above. First,
we find |LU,,(F,)|, which is the number of possible matrices R constructed by the LU
approach. The matrix L € F**™ is lower-triangular with unit diagonal elements. The
m(m — 1)/2 elements below the diagonal are randomly sampled from F,. Thus, there are
g™m=1)/2 phossible L matrices. Next, we consider U € ]F;”X"L, which is upper-triangular
with non-zero diagonal elements. Thus, there are (¢ — 1)™ - g™m=1/2 possibilities for
U. Since the LU-decomposition of our R is unique?, the number of matrices R = LU
constructed by our LU approach is

m(m—1) m(m—1)

ILUL(Fy)| = (g—1)™-q" 5 ¢~ = =(qg—1)™ gD,

Table 2 shows the concrete size of |LU,, (F,)| for the UOV parameter sets. We note that
there are at least 25487 possible matrices generated using the LU approach for Uov-Ip.
This value reaches up to 27%727 matrices for Uov-V, leading to a large search space.
Considering the share of matrices generated by the LU approach within all non-singular
matrices (right column in Table 2), we see that the LU approach covers at least 69% of
GL,,(F,) for Uov-Ipr, Uov-III, and Uov-V. Yet, in Uov-Is, the share is significantly
lower (1.7%) due to the smaller field. Nevertheless, the vast number of possible matrices
makes guesses about R difficult and thus supports the physical security of our blinding.

Internal probabilities of R. After examining the size |LU,,(F,)|, we now focus on the
internal probability distribution of the elements r; ; = R[i, j]. For this investigation, we
assume that all values of I; ; = L[i, j], ¢ > j and u; ; = UJi, j], ¢ < j are unknown to the
attacker. Note that this assumption aligns with our DPA threat model. We show that

Vi,j € [m],i# j: P(r;; =) =q ' forany z € F, (2)

2Since we fix the diagonal values of L to be 1, the LU decomposition of R is unique, if it exists [[1J85].
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Table 2: Number of non-singular matrices generated by our LU approach.

Param. q m Possible matrices constructed Share of invertible matrices covered
Set |LUm(Fq)| ‘LUm(Fq)VlGLm(Fqﬂ

Uov-Ir 256 44 215,487 85%

Uov-Is 16 64 216,378 1.7%

Uov-IIT 256 72 241,471 76%

Uov-V 256 96 273,727 69%

and
q'—1 e
— ifz=0
Vie[m]:P(ri; =x) = giill,qurl . X (3)

GrE—gT ifx € Fq

in the following. We start with Lemma 1 proving Equation (2), and then show Equation (3)
in Lemmas 2 and 3.

Lemma 1. Let R =LU € F"*™ be a matriz generated with the LU approach. The
probability that r; ; = R[i, j] with i,j € [m],i # j, takes the value v € Fy is P(r; ; = x) =

q~'. This means that all non-diagonal elements R appear uniformly random over F,.

Proof. Since L and U are lower and upper-triangular, respectively, the computation of
;5 for i < j can be written as

7 1—1
Tij = E ik -k =lii-uij+ E Lik - up,j-
k=0 k=0

Note that [; ; = 1 by construction. Since u; ; is uniformly random over F, and independent
of the remaining sum, the involved addition of u; ; randomizes the result r; ;. Therefore,
;5 appears as uniformly random over F,. Similarly, the computation of r; ; for ¢ > j is

j -1
rig = > g kg = lig - wgg+ >l kg
k=0 k=0

Since u; ; is uniformly chosen from F}, it cannot be zero. Therefore, multiplying /; ; (which
is uniformly random over F,;) by a non-zero u; ; yields a uniformly random result. This
randomizes the remaining sum, and r; ; appears uniformly random over F,. O

Lemma 2. Let ai and by, be uniformly random elements from F, for k € [i], i > 0. Then,
the probability that the sum 22;10 arby is zero is P(ZZ;IO apby =0) = q;ﬂl L,

Proof. First, we note that there are more combinations of axby evaluating to 0 than for
other values x € F;. Thus, P(ayby = 0) > P(axby = x € F}). Yet, the number of
combinations of axby resulting in a non-zero value x is the same for all z € F}, leading
to Payby =z € Fy) = P(axby, =y € F}) for any pair of z,y € F;. This further leads to
P(akbk =T €c IFZ) = HFil(ﬂ (1 — P(akbk = 0))

Using the above observations, we now show Lemma 2 by induction. First, we consider
the base case where i = 1, leading to

+q—-1 1 1 1
Zakbk—o q 1:]_1 *4’*7*2.
5—0 q q q

This can easily be verified since the right-hand side of the above equation describes all
combinations of ag,by € Fy, where ag - by = 0. This is the case if and only if ayp = 0 or
by = 0, since F, is a field.
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Next, we consider 7 > 1 and obtain

i1 i—2
P (Z apby, = o) =P (Z apby = —aile) =
i1—2
P(G,Z 1b;_ 1—0 (Zabk:0>+P(az 1b;_ 1750 (Zakbk—x€F>
k=0

With P(3, 20 axby = @ € Fy) = (1 = PG arbe = 0)) = 2A7(1 — £—H=1)

q— q*

Q¥

from above, we get the result

Z b q—1ql1+q—1+q2—2q+1 1 ¢—¢'—q+1 q¢'+q—1
KOk = ¢ q PR qg—1 q - g+t
O

Lemma 3. Let R = LU € F"™*™ be a matriz generated with the LU approach. The

probability that r; ; with i € [m], is 0 is P(r;; = 0) = qlzll. Furthermore, the probability

. il
that r;; equals some x € Fy is P(r;; = r) = %.

Proof. The computation of the diagonal elements r; ; can be done via

i i—1
Tii = E ik uks = lis -wi; + E lik - ki
k=0 Ry k=0

with u; ; € F; a uniformly random non-zero element that is independent of the remaining

sum 22;10 Uik - uk;. We first consider the case P(r;; = 0) and use

P(Tzz—o (lek Uk, = uzz>~

Since each value of u; ; € Fy has the same probability P(u;; =z € F;) = 1/|F;|, we have

i—1
1
P(r;; =0) = <E ik - Ukzz_ui,i> = ) . (1—P<E li,k'uk,i:()))- (4)
k=0

Using Lemma 2 in Equation (4) gives

1 ¢ +q-—1 1 ¢ =g —qg+1 ¢ —1
P :0 = —_— 1— - = . - = -
s =0)= 775 ( g+ > q-1 gt gt

which proves Equation (3) for z = 0. Next, we consider the case P(r;; = x) for non-zero
x € . Since all non-zero results for r; ; are equally likely, we obtain

¢t g1

P(T'Z,Z:xEFZ):(1_P(r2,7,:0))P(T’L,Z:xEF;|r2,Z#O):W O]

The results in Equations (2) and (3) show that all off-diagonal elements r; ; = R[4, j]
with 4 # j appear uniformly random over F,. However, the diagonal elements 7; ; have
a bias towards being non-zero. This bias is strongest for i = 0, where r ¢ is definitely
non-zero, and becomes less pronounced for increasing ¢. For i > 4, the bias in the diagonal
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Table 3: Operation scheduling and datapath operand assignment for blinded UOV signing.

UOV signing operations executed from left to right (Algorithm 4)

Shake O0,-L OJL-U vPv vP vPO, GE v+ Opx
Step 0 1 2 3 4 5 6 7
Alg. line 2,5 7 7 112 10? 102 13 14
in_a - AES AES BRAM_vs BRAM_vs BRAM_O BRAM_A/_ty/_T BRAM_ty
in_b - 1 1 BRAM_vs 1 1 piv_inv 1
in_c - BRAM_O BRAM_T AES AES BRAM_T BRAM_A/_ty/_T  BRAM_O
preload - 0 0 BRAM_ty 0 0 BRAM_A/_ty/_T BRAM_vs
out BRAM_ty/_vs BRAM_T BRAM_O BRAM_ty/_ T BRAM_T BRAM_A/_T BRAM_A/_ty/_T BRAM_vs

aExecuted once per slice. Uov-Ip, Uov-II1, and Uov-V have [m/16] = 3, 5, and 6 slices, respectively.

elements is already very small (at most 2723 for Uov-Is and 2748 for other UOV parameter
sets). The probability that a diagonal element r; ; takes any value of I}, is uniform over Fy.

In conclusion, our LU approach samples matrices R & LU,,(F;) C GL,,(F,) uniformly
at random from LU,,(F,), and offers a low-overhead side-channel countermeasure via
blinding UOV’s secret oil space. Compared to rejection sampling (Section 4.3.2), LU-based
blinding has less runtime overhead of 21% to 29% for different security levels. We again
emphasize that the proposed blinding with the LU approach is a trade-off between physical
security and efficiency, which is attractive for resource-constrained devices.

4.4 Hardware Support for LU-based Blinding and Operation Scheduling

The key strength of our LU-based blinding is its computational efficiency. The blinding
only reuses existing datapath elements and BRAM memories. Thus, the area overhead of
blinding is marginal. In addition, we implement the LU approach for sampling R = LU by
reutilizing the AES153CTR modules with a dedicated secret seed for blinding. This allows
us to generate the components of L and U on-the-fly and directly multiply them by O.

To illustrate the computation flow of our blinded signing, we detail the operation
scheduling and the datapath operand assignment in Table 3. The signing starts with
the I/O module (cf. Figure 1) loading the message and the salt into the upper half of
BRAM__vs. Then, Shakesss samples the target vector t into BRAM__ty and the vinegar
vector v into the lower half of BRAM_vs (step 0 in Table 3). Next, steps 1 and 2 re-
randomize Oy, following the LU approach: we sample L and U on-the-fly from AES;25CTR
and multiply them with Op. Then, we apply slicing and perform the vPv, vP, and vPO,
steps [m/16] times in a loop?, where each loop iteration computes over the 16 different
P, matrices of a slice. The vPv operation (step 3) computes the quadratic polynomial
by reading two elements from BRAM_ vs using two read ports. Next, we perform vP to
reduce data blowup and only then compute vPOy,. Finally, the GE (step 6) tries to solve
the linear system Ax =t —y. As explained in Section 3.4, the data for A and t —y is
mirrored in BRAM__T to satisfy the memory port requirements of GE. If the system is
solvable, the signature is computed in step 7 and stored in BRAM_ vs. Finally, the host
reads the signature via the I/O module. Using this operation flow, we fully pipeline the
matrix operations and the blinding to reduce the signing runtime.

5 Results and Comparison

We implement our UOV accelerator with the LU-based blinding countermeasure on a low-
end Artix7 FPGA (xc7al00tftg256-2). We use VitisHLS and SystemVerilog for hardware
description and synthesize, place, and route our design via Xilinx Vivado/Vitis 2022.2. We
verified the functional correctness and side-channel resistance by running our design on the
real FPGA. This section presents the obtained experimental and implementation results.

3_VVe abuse notation for brevity here. vPv stands for the operation in Algorithm 4, line 11, vP and
vPOy, stands for Algorithm 4, line 10, and v + Opx stands for Algorithm 4, line 14
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5.1 TVLA Assessment

To show the effectiveness of our blinding countermeasure, we measure the power consump-
tion of the FPGA and perform a test vector leakage assessment (TVLA). Our setup consists
of a NewAE ChipWhisperer CW305 board featuring our target Artix7 FPGA [Inc26b].
For the power measurements, we clock the FPGA with an external 10 MHz clock and
collect the power traces with a ChipWhisperer Husky [Inc26a]. Husky’s ADC has 12-bit
resolution, and we take 4 samples per FPGA clock cycle. Similar to prior work [KNK™25],
we use a toy parameter set of ¢ = 256, m = 32, and n = 80 to accelerate trace collection.

Our TVLA assessment follows the non-specific fixed versus random approach [GJJR11],
where we randomly interleave signing operations with a LU-blinded fixed O, matrix and
LU-blinded random O matrices. We then compute Welch’s t-test for each point in the
power trace to detect leakage. Following [DZD™18] and with our trace length of ~120k
samples, a t-value within a +5.3 boundary indicates that the fixed and random trace sets
cannot be distinguished with high confidence (significance level oo = 0.01).

The measurement results are shown in Figure 4 for disabled blinding (RNG Off, left)
and active blinding (RNG On, right). To ensure consistent timing, we fix R to be the
identity matrix I, in the RNG Off case. We run the TVLA in two settings. First, we fix
the message and salt to only sense leakage related to O (Figure 4 top). Second, we use
random messages and salts reflecting real-world operation (Figure 4 bottom). Considering
the t-value for both RNG Off settings (red in Figure 4 left), the unprotected design already
shows pronounced leakage at ng. = 500 traces per set, with the t-value far larger than
the £5.3 threshold. This leakage of the unprotected design is strongest during operations
involving Oy, as expected. However, with active blinding (RNG On, Figure 4 right), even
the t-value for ng. = 1,000,000 traces is well within the £5.3 range and thus does not
indicate leakage for both random and fixed message/salt settings. These results use our
LU-based blinding approach from Section 4.3.3, which has a small bias in the generated
non-singular matrices. This bias does not cause leakage in our t-test, and we obtain similar
t-test results for blinding with uniformly random R. Hence, LU-based blinding increases
the complexity of DPA attacks while avoiding large runtime and area penalties.

5.2 Implementation Results

We present our implementation results and start with the timing of individual suboperations
in our UOV accelerator. As shown in Table 4, UOV’s signing involves various suboperations
including Shakesss, matrix operations, and solving the linear equation system using GE.
Shakegss only consumes a minor fraction of latency, while the matrix operations (vPv, vP,
and vPO,) dominate the latency. These matrix operations construct the linear equation
system using our slicing approach, which iteratively computes A to save memory. For
Uov-Ip, Uov-II1, and Uov-V, the combined latency of vPv, vP, and vPO, is 45k,
201k, and 423k clock cycles, causing 68%, 79%, and 82% of the overall unblinded signing
latency. Another major step in signing is the GE, which causes 30%, 20%, and 18% of the
unblinded signing latency for Uov-Ir, Uov-III, and Uov-V, respectively. Our blinding
from Section 4 randomizes the basis matrix O, by multiplying a random R € LU,, (Fg).
Blinding samples R = LU on-the-fly using AES;26CTR and takes additional 14k, 63k, and
149k clock cycles for Uov-Ip, Uov-III, and Uov-V, respectively. This corresponds to an
overall signing latency overhead between 1.21x and 1.29x, which is less than the ~ 1.5x
overhead when using rejection sampling for R (Section 4.3.2). The verification consists of
two main operations, which are hashing (line 1 in Algorithm 2) and the computation s " P;s
(line 3). Similar to signing, hashing in verification is fast and consumes less than 100 clock
cycles for all parameter sets. For computing s P;s, we generate PZ(-l) and PEQ) on-the-fly,
and stream ng) into the co-processor as explained in Section 3.5. This enables fully
pipelined verification with latencies of 19k, 85k, and 179k cycles for Uov-Ip to Uov-V.
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Figure 4: Power traces (grey) and non-specific fixed versus random TVLA (red) of our LU-
blinded signing. The upper plots are for fixed message and salt. The lower plots are with
random messages and salts. Our design with RNG On does not leak for ns,. = 1,000,000
traces, although the unprotected case (RNG Off) already leaks at ny,. = 500 traces.

Table 4: Latency breakdown of UOV signing (Algorithm 4) in clock cycles with 16 lanes.
The message length is 16 bytes, and A is non-singular in the first signing attempt.

Shake O,LU vPv vP vPO, GE v+0,x Total Latency
Alg.line 2,5 7 11* 102 10* 13 14 Plain ~ Blinded Ovhd."
Uov-Ip 136 139k 3x 23k 3x 7.6k 3x 4.9k 19.4k 335 64,586 78,446 1.21x
Uov-II1 136 63.1k 5x 6.3k 5x20.6k 5x13.2k 52.0k 891 253,908 316,980 1.25x%
Uov-V 170  149.0k 6x 11.0k 6x36.1k 6x23.4k 90.3k 1,563 515,468 664,460 1.29%

aExecuted once per slice. Uov-Ip, Uov-111, and Uov-V have [m/16] = 3, 5, and 6 slices. PBlinding overhead

Area Consumption. Table 5 shows the area breakdown of our design. The whole UOV
accelerator, which supports Uov-Ip, Uov-III, and Uov-V parameter sets, consumes 34k
lookup tables (LUTSs), 26k registers (REGs), 14 digital signal processor slices (DSPs), and
22 block RAMs (BRAMs). Each BRAM has a capacity of 36 kbit. Within our design, the
Shakessg core and the Data Bus cause the major LUT consumption with about 11k LUTs
each. The LUT consumption of the Data Bus is due to the multiplexing of data signals
across the different submodules, as shown in Figure 1. The two fully unrolled and pipelined
10-round AES;2§CTR modules are responsible for on-the-fly data sampling and realignment.
The AES subsystem consumes 6.6k LUTs and 5 DSPs, where the DSPs are for AES12,8CTR
index computation. Finally, the fully pipelined datapath module consumes about 3k
LUTs and 1.6k REGs. The area consumption in Table 5 is largely independent of the
blinding support since our blinding re-uses existing datapath and AES153CTR components.
Moreover, we reach a low BRAM consumption of just 22 BRAMs, even for the large
Uov-V parameter set. This is due to our slicing technique and on-the-fly data sampling.
When Uov-V support is not required, the BRAM count can be reduced to 18 and 14
BRAMs for Uov-Ip+Uov-IIT and Uov-IP-only support, respectively.

Single-Lane Comparison. We now investigate the effectiveness of slicing by comparing
our architecture with 16 datapath lanes to a single-lane architecture. With just one lane,
unblinded signing takes approximately 676k, 2.95M, and 6.88M cycles for Uov-Ip, Uov-II1,
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Table 5: Area breakdown of our submodules and their relative share of the total area.

Module LUTs REGs DSPs BRAMs
Artix7-100t FPGA 63,400 126,800 240 135

Memory Subsystem 780  2.3% 3890 1.5% - - 22 100%
Shakessg 11,707  34.0% 10,426  39.7% - - - -
2x AES128CTR (10 rounds) 6,657 19.3% 5,246 20.0% 5 35.7% - -
Datapath 2,961 8.6% 1,632 6.2% - - - -
GE Ctrl. + Field Inversion 1,071 3.1% 1,725 6.6% 4 28.6% - -
Overall Ctrl. + Data Bus 11,034  32.0% 3,611  13.8% 5 35.7% - -
I/0 228 0.7% 3,214 12.2% - - - -
Total (% FPGA) 34,438 54% 26,243 21% 14 6% 22 16%

and Uov-V, respectively. The blinded signing runtime with one lane is 898k, 3.96M, and
9.27M cycles, resulting in a blinding overhead of 1.33x, 1.34x, and 1.35x for the three
security levels. Comparing the single-lane signing runtime to our 16-lane implementation,
we reach a speedup between 10.5x and 14x for different security levels. For verification,
the latency is dominated by the s P;s computation, which is directly determined by the
number of lanes. Hence, our 16-lane datapath gives a close to 16x verification speedup over
the single-lane implementation. Finally, we consider the area consumption of a single-lane
datapath design. The single-lane datapath module only needs about 350 LUTs, and a
single AES128CTR module is sufficient to supply sampled data. In addition, the Data Bus
needs 16x fewer resources. This leads to an estimated area consumption of 18.1k LUTs,
which is 1.9% less than our 16-lane design. Yet, our 1.9x larger area consumption offers
an order-of-magnitude speedup, showing the efficiency of our 16-lane design.

5.3 Comparison to Related Work

We now compare our design to related hardware accelerators. This comparison considers
the existing hardware accelerators for UOV and MAYO since these schemes are closely
related. Table 6 presents the key benchmarks, including area consumption, signing and
verification latency. The comparison also includes the area-time-product for signing
(ATP) [YCH22]. We note that all works in Table 6 use comparable Xilinx 7-series FPGAs,
which allows a fair comparison. Since the related works do not include blinding or masking
countermeasures, we compare our latency for both blinded and unblinded signing.

We start the comparison with HaMAYO [SMA™24], which proposes a hardware imple-
mentation of MAYO’s signing and key generation for NIST security level 1. The authors of
HaMAYO target the round-1 MAYO parameters with F3; and include lightweight shuffling
and fault attack countermeasures. HaMAYO reports a signing latency of 2.87M clock
cycles, whereas our design only needs 65k and 78k clock cycles for unblinded and blinded
Uov-Ip, respectively. This shows our signing speedup of 37x to 44x, while we reduce
the BRAM consumption by 5.9x. Next, we consider [HSK™24], which implements the
round-2 MAYO scheme including signing, verification, and key generation functionality.
The authors of [HSK'24] focus on high performance, which is reflected in their low signing
and verification latency, outperforming our design. Yet, the area and memory consumption
in [HSK*24] are clearly higher than in our work. Despite the different optimization goals,
the signing ATP of [HSK™*24] and our ATP (without blinding) are similar for security levels
1 and 3. For security level 5, our unprotected ATP is 1.24x lower. Finally, we compare to
[BCH'23] targeting UOV hardware acceleration. The authors of [BCH'23] do not use
on-the-fly data generation and store all {P;};c[,,) matrices on chip. This explains their
high BRAM count, which is between 2.2x and 16x higher than in our runtime-flexible
UOV architecture. In addition, we reduce the signing latency by 4.7x (Uov-IpP) to 5.1x
(Uov-V) in the unblinded case. In the blinded case, our signing speedup is between 3.8
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Table 6: Comparison to related hardware acceleration works using pipelined AES.
Freq. Sign Verify LUTs REGs

‘Work Scheme FPGA DSPs BRAMs ATP*

MHz kee kee k k

[SMA*24]  Mavyo;,  Z-7020 100 2,867 21 13 11 129 2,116
MAYO;  xc7k410t 100 31 5 112 38 2 45.5 51

[HSK*24]  Mavos xc7k410t 100 66 9 169 60 2 96 170
MAYOs;  xc7k410t 100 112 15 246 83 2 194.5 434

Uov-Tp  Z-7000  91.8 303 61 38 26 2 48 259

[BCH*23]  Uov-TIT xc7a200t  94.1 1,200 196 43 32 4 184.5 1,667
Uov-V  xc7a200t  92.6 2,646 364 83 41 4 359 6,632

Our Uov-IP  xc7al00t 100 65/ 78 19 44 / 53
Unblinded/  Uov-TIT  xc7al00t 100 254 / 317 85 34 26 14 22 173/ 216
Blinded  Uov-V  xc7al00t 100 515 / 664 179 350 / 452

aArea-time product: (#LUTs + #REGs + 100 - #DSPs + 300 - #BRAMs) - signing latency in seconds [YCH22|

and 4x, and our verification speedup is between 3.2x for Uov-IP and 2x for Uov-V.
Considering the ATP of unprotected signing, we outperform [BCH™'23] by at least 5.9x.
The comparison to related hardware accelerators shows the benefits of our low-memory
yet performant design. We significantly reduce the BRAM consumption, which is crucial
for efficient hardware deployment of UOV. At the same time, we maintain competitive
signing and verification performance, even when including the blinding countermeasure.

6 Conclusion

In this paper, we investigated lightweight and memory-efficient hardware acceleration of
the UOV signature scheme. We presented architecture-level optimizations such as slicing,
on-the-fly data sampling, and streamlined data realignment, which significantly reduce the
critical memory consumption of UOV. Moreover, we proposed a blinding countermeasure
based on equivalent keys that involves random non-singular matrices. Since sampling
non-singular matrices efficiently in hardware is difficult, we discussed different existing
approaches and introduced our hardware-friendly LU approach. The resulting blinding
countermeasure is less powerful than masking, but only causes a 30% runtime overhead
for signing while reusing existing datapath components. Thereby, blinding allows trade-
offs between physical security and performance and can easily be combined with other
countermeasures such as masking or shuffling. Our implementation results show up to
16 x lower memory consumption and competitive performance compared to existing UOV
and MAYO accelerators. Finally, we note that the insights of this paper not only apply to
UOV but also extend to other MV schemes such as MAYQO. Therefore, our contributions
support efficient and lightweight hardware acceleration of MV signature schemes.
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