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Abstract.

Zero-knowledge (ZK) proof systems have developed rapidly in recent years, with
hash functions as one of their central building blocks. Since these often dominate the
prover cost, circuit-friendly hash function design has become an active research area.
Most hash proposals target prime fields, although recent protocols such as Binius
and VOLE-based ZK operate natively over binary extension fields Fan. These binary
field protocols reduce the cost of proving widely used binary and bitwise statements,
thereby opening up new design opportunities. At the same time, the demand for ZK
applications such as zkRollups is pushing towards performant hardware acceleration,
a requirement that recent designs have largely neglected. Hence, a modern ZK hash
function should also be efficient in hardware and fast in plain evaluation, to avoid
new bottlenecks in non-circuit workloads.

In this paper, we introduce RainHash2.0, a cryptographic permutation that addresses
both gaps. RainHash2.0 is natively defined over binary extension fields, making it
a natural match for Fan-based protocols such as Binius and VOLEitH, while being
tailored for efficient hardware and competitive plain performance. To achieve this, we
exploit new techniques from Binius to horizontally split the round function — arguably
a novelty in itself that is particularly effective when finite fields of different sizes are
used simultaneously. We implement RainHash2.0 in the Binius and VOLE-based ZK
frameworks, comparing it against SHAKE, recent arithmetization-oriented designs,
and its direct predecessor RainHash. Across proof size, prover- and verifier runtime,
RainHash2.0 delivers significant improvements. In addition, we prototype RainHash2.0
on FPGA hardware and reach efficiency gains of up to 8.8x over related circuit-
friendly hash functions. These results mark RainHash2.0 a practical choice for modern
ZK applications.

Keywords: Hash Function - Zero-Knowledge - Binius - VOLEitH - Hardware
Acceleration - Binary Extension Fields - RainHash - RainHash2.0

1 Introduction
The area of zero-knowledge proof systems and computational integrity has seen a dynamic

and rapid development in the last couple of years. Arithmetization techniques such
as Rank-1 Constraint Systems (R1CS), algebraic intermediate representation (AIR) for
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Fast Reed-Solomon Interactive Oracle Proofs of Proximity (FRI)-based commitments
[BBHR18], and Plonk-style arithmetizations [GWC19] have made it possible to efficiently
verify correctness of computations, potentially even without revealing private data. This
evolution has led to many applications, including verifiable computation, privacy-preserving
credentials, and blockchain scalability methods such as zkRollups. Most of these proof
systems heavily rely on symmetric cryptographic primitives, primarily hash functions,
used to construct Merkle tree commitments, instantiate random oracles for Fiat-Shamir
heuristics, and compress data for recursive proofs.

Traditional cryptographic hash functions such as the SHA-2 and SHA-3 families are
highly optimized for plain evaluation on software and hardware architectures. However,
when these functions are represented as arithmetic circuits within a zero-knowledge
proving system, they incur a massive computational overhead. For instance, bitwise
operations extensively used in SHA-2 are expensive to express in the algebraic constraints
required by most proof systems. This bottleneck has led to an ongoing effort in designing
arithmetization-oriented (AO) or circuit-friendly hash functions (e.g., POSEIDON [GKR 21|
and Rescue [AABT20]) and more specialized proving techniques.

1.1 Binary Fields for Modern Protocols and Efficient Hashing
1.1.1 Binary Field Proof Systems

Modern zero-knowledge proof systems are predominantly defined over prime fields. Large
prime fields (a2 256 bits) are necessary for protocols relying on elliptic curve pairings
(e.g., BN254 or BLS12-381, as targeted by the Skyscraper-v2 hash function [BGK™25a,
BGK™25b]). Conversely, smaller prime fields (e.g., 31-bit or 64-bit primes) have recently
gained popularity for FRI-based zero-knowledge virtual machines (zkVMs) due to their
faster base field operations and smaller memory footprint. However, prime field proof
systems inherently struggle with binary data and bitwise operations. For example, when
emulating a standard CPU architecture (like RISC-V), instructions often operate over
32-bit unsigned integers. To prevent overflow during prime field arithmetic operations,
these integers must be split into smaller 8-bit or 16-bit limbs. Embedding these small
limbs into 31-bit or 64-bit prime field elements leads to substantial storage waste and
a significant arithmetization overhead. To address these fundamental shortcomings, the
cryptographic community has seen a rise of interest in binary field proof systems.

Recent approaches, most notably the multivariate FRI-Binius framework [DP25, DP24],
introduce techniques that decouple the committing field size from the constraint field size.
Operating over binary extension towers, Binius enables efficient native bitwise operations,
eliminating the embedding overhead.! A distinctive feature of Binius is its ring-switching
mechanism, which allows constraints to be expressed seamlessly across binary extensions of
different sizes. This makes it possible to mix components operating at different algebraic
sizes within the same proof system without leaving the FRI verification model. Although
classical binary-oriented hash functions are more efficient in Binius than in prime-field-
based proof systems, they still incur a comparatively large number of constraints. Thus,
the need for a native, highly optimized circuit-friendly hash function tailored for binary
extension fields remains.

1.1.2 VOLE-in-the-Head and Post-Quantum Signatures

Alternative proof systems focus on ultra-low memory footprints and fast verification
without relying on heavy polynomial commitments, unlike state-of-the-art SNARKS such as
Binius. An important example is the VOLE-in-the-Head (VOLEitH) paradigm [BBD'23].

1Indeed, small values like 4-bit numbers can be naively embedded into a 4-bit field element, instead of
requiring 31-bit or 64-bit fields.
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VOLEitH has proven efficient for proving small- to medium-sized circuits in zero-knowledge
and has become a core building block for plausibly post-quantum digital signature schemes
and blind signatures. For example, the POMFRIT blind signature scheme leverages
VOLEitH combined with the MAYO signature trapdoor to achieve practical signature
sizes and proving times [BBB™26].

The efficiency metrics in a VOLEitH proof differ significantly from those in SNARKs.
In VOLEItH, linear operations (such as addition and multiplication by a public constant)
are essentially “free” and incur no communication overhead. In contrast, nonlinear opera-
tions (multiplications of secret variables) dictate the communication complexity, requiring
data proportional to the number of such operations to be transmitted. Consequently, to
minimize the signature size and prover time in VOLEitH-based protocols, the underly-
ing cryptographic functions must exhibit extremely low multiplicative complexity. The
RainHash function [BBB'26], inspired by the RAIN [DKR'22] one-way function, was
proposed specifically to cater to MPC and VOLEitH applications. Unlike SHAKE256,
whose many rounds and full-state Fy multiplications lead to high multiplicative complexity
and many VOLE constraints, RainHash achieves excellent circuit efficiency by design for
VOLEitH/MPC settings. However, its internal structure, relying on wide-field multiplica-
tions and dense linear layers over large extension fields, leads to high area utilization and
routing traffic when mapped to hardware platforms such as FPGAs or ASICs. Moreover,
it exhibits poor AVX plain performance compared to other ZK-friendly hash functions. As
VOLEitH-based protocols move toward real-world deployment, the need for a construction
which is both circuit-efficient and hardware-friendly becomes crucial.

1.1.3 A Focus on Hardware Acceleration

As zero-knowledge proofs are starting to get deployed on a large scale, particularly in
applications like zkRollups that process thousands of transactions per second, software
implementations are already reaching their physical limits. The trend is shifting towards
accelerating heavy ZK computations using dedicated hardware, such as FPGAs and ASICs.
Most existing AO hash functions, including early versions of POSEIDON, Anemoi [BBCT23],
and Monolith [GKL™24], were primarily optimized for software execution. Their internal
building blocks — mostly large dense Mazimum Distance Separable (MDS) matrices over
prime fields, wide-field multiplications, and sometimes high-degree power maps — translate
poorly to hardware. Indeed, they demand excessive lookup table (LUT) utilization, deep
critical paths, and complex routing, all of which inflate area and limit clock frequency. A
similar limitation applies to the original RainHash: while its low multiplicative depth is
attractive for VOLEitH circuit size, its algebraic structure was not designed with silicon
efficiency in mind, resulting in worse throughput numbers on FPGAs. Furthermore,
RainHash does not natively exploit the structural advantages of binary proof systems like
Binius, such as ring-switching between extension fields of different sizes. Hence, designing a
primitive that achieves state-of-the-art circuit efficiency while being inherently tailored for
efficient hardware acceleration over binary fields represents a critical and timely research
direction.

1.1.4 Related Hash Designs over Binary Fields

The design of circuit-friendly hash functions over binary extension fields has only seen
limited attempts. STARKAD [GKR'19], introduced alongside the original POSEIDON,
was one of the earliest designs over Fon. However, it was withdrawn after specific linear
layer vulnerabilities to subspace trail attacks were discovered [KR21, BCD*20, GRS21].
The recently proposed POSEIDON2B [GKKT26] acts as a secure, binary-field analogue of
POSEIDON, mitigating these attacks while optimizing for Binius. Similarly, Vision Mark-32
[AMPS24] adapts the Rescue/Vision design strategy for binary fields, although it involves
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high-degree power maps that can impact native performance. Anemoi [BBCT23] also
provides instances over binary fields with odd extension degrees.

The most directly relevant design is RainHash [BBB126], which targets VOLEitH
applications with low multiplicative complexity but whose large-field multiplications and
dense linear layers limit its hardware efficiency. While these functions bridge the gap for
binary proof systems, none of them simultaneously target the structural advantages of
field-switching in Binius combined with hardware-focused design choices.

1.2 Qur Contributions

In this paper, we introduce RainHash2.0, a new cryptographic permutation and hash
function designed for circuit efficiency in binary ZK proof systems and plain performance
in hardware, addressing the performance limitations of RainHash by introducing faster small-
field multiplications in the nonlinear layer and a sparser linear layer. Our contributions
are summarized as follows.?

A New Hardware-Friendly Design over Binary Fields. By focusing on hardware de-
vices, we follow a recent direction of accelerating cryptographic workloads on dedicated
hardware. Unlike traditional AO hashes that rely on large, dense MDS matrices over
prime fields, RainHash2.0 is natively defined over binary extension fields using an LS-design
structure [GLSV15]. The state is viewed as a matrix of bytes, where the nonlinear layer
applies parallel inversions over its columns (i.e., the extension field Fye4) and the linear
layer operates over the base field Fas utilizing a lightweight ShiftRows-like mechanism.

Exploiting Binius Ring-Switching. We leverage techniques introduced by the Binius
protocol to “horizontally” split the round function. By using finite fields of different
sizes simultaneously (performing nonlinear inversions in the larger field Foss and linear
mixing in the smaller base field Fqs) we achieve both fast algebraic degree growth and
strong statistical diffusion with a significantly smaller number of total rounds. In our
setting, this approach is arguably a novelty in itself and provides a new angle for future
arithmetization-oriented designs.

Comprehensive Security Analysis. We provide a detailed security evaluation of Rain-
Hash2.0, revisiting statistical attacks (differential, truncated differential, and linear crypt-
analysis) and algebraic attacks (Grobner basis, interpolation). We argue that our field-
mixing approach provides good resistance against all known attack vectors.

VOLEitH and Post-Quantum Integration. We demonstrate that the low multiplicative
depth and optimized binary structure of RainHash2.0 also make it a good fit for VOLEitH-
based zero-knowledge proofs. We evaluate its performance in the context of post-quantum
blind signatures, showing that RainHash2.0 significantly reduces the communication over-
head and signature size compared to standard functions like SHAKE256 and improves
upon the original RainHash construction in terms of plain performance.

Benchmarks. We discuss native hardware implementations of RainHash2.0 on modern
FPGAs, showing up to 8.85x better hardware efficiency compared to existing circuit-
friendly hash functions. At the same time, our hardware implementation consumes up to
3.8x less area and maintains a high clock frequency of 500 MHz to guarantee performant
hashing throughput. We also provide proof implementations within the Binius framework.
We show the plain optimized performance of RainHash2.0 is at-par with industry standard

2All implementations and experimental results are available at https://extgit.isec.tugraz.at/
krypto/rainhash2.
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POSEIDON hash function and is 8x times faster than RainHash for hashing similar sized
message. RainHash2.0 also out-performs SHAKE by = 2x times in terms of VOLEitH
proof size and prove and verify runtime ~ 44x and ~ 11x respectively. Compared to
RainHash prove/verify runtime, RainHash2.0 is = 6x times faster.

1.3 Organization and Notation

Section 2 recalls binary tower fields, Binius, and the VOLEitH framework. Section 3 specifies
the RainHash2.0 permutation and supported modes of operation; Section 4 gives a detailed
overview of our design rationale, including a comparison to related designs. Section 5
provides a security analysis covering both state-of-the-art statistical and algebraic attack
vectors. Section 6 outlines the proof-system realizations in both Binius and VOLE circuits,
while Section 7 concludes the paper with a description of the hardware implementations.
Concrete benchmarks are provided in the corresponding sections.

We use the following conventions throughout; section-specific notation is introduced
where needed. Blackboard-bold letters denote finite fields, with F used for general finite
fields and T for tower fields. We write Faon for the finite field with 2™ elements, and T}, for
the binary tower field isomorphic to [F,,x. For a field extension of degree m, we identify
Fonm with the vector space I3, via some fixed basis. Boldface letters denote coordinate
vectors over finite fields, e.g., x = (zg,...,2Zm-1) € F5.. We use sans-serif letters for
functions (e.g., F, with P for permutations) and calligraphic letters for sets. Throughout,
R is the number of rounds, ¢ the state size, and indicesrun 0 <r <R, 0 < j < t.

2 Background

In this section, we first recall binary tower fields as a concrete and implementation-friendly
realization of binary extension fields. We then summarize the Binius proof system and the
VOLEitH-based NIZK framework, which are the two primary application targets of our
design. Finally, we review the original RainHash construction which serves as a basis for
our new RainHash2.0 design.

2.1 Binary Tower Fields

In this section, we briefly recall the Wiedemann tower [Wie88], a binary tower field
construction that has recently been adopted by designs targeting the Binius proof sys-
tem [AMPS24, GKK*26]. Let Tq := Fy. For k > 0, the field

Tr = Tr—1[zr—1]/Fr(zr—1)

is defined as a quadratic extension of Ty_1, where Fy(zx_1) = 2% | + Tp_owg—_1 + 1 is
irreducible over Ty_;[zx_1]. Consequently, for all & > 0, the field Ty, is isomorphic to Foox.
Moreover, for integers 0 < k1 < ko, the field Ty, can be viewed as a degree-m extension of
Tk, with m = 2*2=%1_ Hence, conversion between the vector space T} and the field Ty, is
straightforward, where a natural basis is given by the monomials in the tower generators
with exponents in {0, 1}.

For k > 1, any a € Ty, can be written as a = ay - rx_1 + ag with ag,ay € Tr_1. This
representation reflects the recursive structure of the tower, illustrated in Figure 1, which, as
we will see, carries over to arithmetic operations and enables more efficient implementations
of multiplication and inversion.

Binary tower field arithmetic [FP97]. Let a =a; - xx_1 4+ ag and b =by - zp_1 + bg be
elements of Ty for k& > 1, where ag,a1,bp,b; € Tr_1. In the following, we express the
complexities of arithmetic in Ty recursively in terms of operations in Tj_; and over Fs.
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Figure 1: Recursive decomposition of elements in T3 = Fos into subfield elements.

o Addition Ay. One addition in Ty requires two additions in Ty_1, since
a+b:(a1—|—b1)~xk_1—|—(a0+b0). (1)

Recursively, we get A, = 2FA,, where Ay denotes the complexity of adding two
Fy elements. Thus, addition in T} is simply realized as the bitwise XOR of the
corresponding binary vectors.

e Constant multiplication Cy. Multiplication by the generator x;_, satisfies
a-Tp—1= (a1 Tp—1+ao) Tp_1 = (a1 -Trp_2+ag) Tp_1+ar, (2)

using xi_l =2 oxp_1+ 1. Thus, Cp = Cp_y + Ap_1 = Co + (2% — 1)Ag, where Cy
denotes the complexity of multiplication by one in Fs.

e Multiplication My,. Using a Karatsuba-like approach, multiplication can be realized
via three multiplications, one constant multiplication, and some additions in Tx_1:

a-b= (a0b1 + ai1by + a1by - .Tk_g) - Tp_1 + agby + a1by . (3)
Hence, My, = 3My,_; +6A;_1 +Cr_y = 3*Mg +6(3% —2F)Aq + %(CO —Ay), where
My corresponds to the cost of multiplying two Fy elements, i.e., one AND operation.

e Squaring Sy. Squaring in T}, is notably cheaper than simple multiplication since

a? = (a? - xp_2) w1 +ad +a?, (4)

yleldmg Sk = 28k-1 + Ck;_l + Ak_l = 2kSO + k'QkAO + (2k — 1)(00 — Ao), where
So = 0 since squaring in Fy is trivial.
e Inversion I. The inverse of a € Ty, is given by

(171 = (alAfl) cThk—1 —+ (CLQ + aj - l‘k_g) . Ail , (5)

where A = ao(ao—l—a1 -.Z'k,Q) —&—a% € Trp_q1. Thus, I =Ip_1+3Mp_1+2A,_1+Cr_1+
Sk—1, where I is negligible since inversion in s is trivial. Note that the complexity
of a single inversion is asymptotically about 1.5 times that of a multiplication:

k—1 k—1
IkNIk_1+3Mk_1N;?,MM?,MO.;?, :5(3 —1)M0~§~Mk,

where we ignore lower-order terms and use My, ~ 3M_; ~ 3¥M,.
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2.2 Binius

Binius is a state-of-the-art SNARK that extends Plonkish polynomial commitment frame-
works using FRI-based polynomial interactive oracle proofs (IOPs). In Binius, computa-
tional traces are represented as polynomials derived from an execution trace table, which
is both constrained and committed within the protocol. The prover provides oracle access
to these committed polynomials, enabling the verifier to issue queries during the proof
verification process.

A defining characteristic of Binius is its use of binary tower fields, enabling computations
over fields isomorphic to F,,x for k > 0. In contrast to traditional constructions over large
prime fields, where the field size is fixed by a chosen prime, this approach allows flexible
field sizes and avoids embedding overhead, which is particularly beneficial for small fields.
Furthermore, the ring-switching protocol enables dynamic transitions between field sizes
within a single constraint system via a packing operation that maps elements from smaller
binary extension fields into a 128-bit ring representation, enabling efficient computation
across different extension fields.

2.3 VOLEitH based NIZK

A zero-knowledge (ZK) proof of knowledge [GMRS5] allows a prover P to convince a
verifier V of the validity of a statement, using a public input (public data and the circuit)
and potentially private witness data such that the public input reveals no information
about the statement.? A ZKP must satisfy three key properties: completeness, soundness,
and zero knowledge. Informally, completeness ensures that an honest P can convince an
honest V, while soundness guarantees that any dishonest P can only convince an honest
V with negligible probability. The zero-knowledge property ensures that the V learns
nothing about the witness. ZK proofs can be made non-interactive using transformations
such as Fiat-Shamir [FS87] and Fischlin [Fis05]. The former is widely used in digital
signature constructions, including post-quantum schemes based on MPC-in-the-Head
(MPCitH) [CDGT17, DKR*22] and VOLE-in-the-Head (VOLEitH) [BBD 23, BBM*24]
techniques.

VOLEitH [BBD'23], along with its later optimized versions [BBM*24, BBB*25d],
is a non-interactive zero-knowledge (NIZK) proof system with applications in efficient
post-quantum signatures and in proving small- to medium-sized circuits in ZK [BOS™26].
It is based on vector oblivious linear evaluation (VOLE) correlations: a VOLE instance of
length m is a two-party correlation between a prover P and a verifier V, where P holds
random bits u € F3* and a VOLE tag v € F7},, while V holds a global key A € Fy« and a
VOLE key q € F7;, such that q = u- A + v, with k = X determined by the desired security
level. Since V must keep A hidden (otherwise P could adapt v, breaking soundness), VOLE-
based protocols are inherently designated verifier [JSI96] and do not directly yield publicly
verifiable proofs. VOLEitH [BBD 23] overcomes this limitation using a delayed strategy,
deriving A via the Fiat-Shamir transform together with all-but-one vector commitments,
independently of P’s inputs, which enables applications such as digital signatures. The
VOLE correlation tuple (u, v, q) can be viewed as a linearly homomorphic commitment to
u, enabling efficient VOLE-based ZK proof systems [BDSW23].

Using the Quicksilver proof strategy [YSWW21] in the VOLEitH protocol, linear
gates (addition with secret or constant and multiplication with constant) incur no com-
munication overhead, while nonlinear gates (multiplications with secret values) require
communication linear in their number and thus dominate the proof size. Consequently,
reducing the proof size requires minimizing the multiplicative complexity (count and depth)
of the underlying circuit, motivating the design of MPC-/ZK-/arithmetization-friendly

3For instance, P may want to convince V that given a cryptographic hash function H and a publicly
known value y they know a preimage z such that y = H(x).
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Figure 2: RainHash [BBB"26] construction with 7 rounds of the Rain permutation. The
input m is XOR-ed after the final round. In round ¢, c; denotes the round constant and M;
denotes the multiplication with an unstructured invertible matrix over Fs.

circuits. Such circuits often represent cryptographic primitives like hash functions used
in applications like membership-proofs, verifiable-computation, anonymous credentials,
among others. Arithmetization-friendly hash functions have been designed for various
applications like MPC [ARS'15], zkSNARKs [GKR 21, BGK'25a], and more recently
for VOLE-ZK [BBB*26].*

2.4 RainHash

RainHash [BBB"26] is an MPC-/VOLEitH-friendly hash function based on the one-way-
function (OWF) Rain [DKR™22]. The original designers of the OWF proposed it for
constructing the MPCitH-based post-quantum (PQ) signature Rainier and it was later
adopted in the VOLEitH-based PQ signature MandaRain [BBM*24]. For the blind
signature use-case, the authors show that adopting RainHash for 128-bit security, POMFRIT
blind signatures, achieve both reduced signature size and prover/verifier runtime compared
to using SHAKE.

RainHash Construction. RainHash uses essentially the same round function as the Rain
OWF, with 7 rounds and no special treatment of the final round. In contrast to Rain,
where the last linear layer is omitted (since an attacker could invert it via the known
matrix inverse), RainHash retains this layer to improve diffusion. This is possible because
the output is no longer trivially invertible: the input message is XOR-ed to the state after
the final linear layer, a common paradigm in short-input hashing [KLMR16] inspired by
the Davies-Meyer [Mat85] construction replacing the keyed permutation with a “fixed key”
one. We refer to Figure 2 for the construction.

RainHash Limitations. Polynomial multiplication and reduction have quadratic com-
plexity, making the large-field inversion S-box in RainHash a major bottleneck for plain
performance, especially compared to other ZK-friendly hash functions (cf. Table 9). Addi-
tionally, while increasing the state size would allow RainHash to absorb more message bits,
this requires S-boxes over even larger fields, worsening this issue. Moreover, large-field
inversions are problematic for hardware implementations due to high area utilization and
routing overhead (cf. Table 11). In RainHash2.0, we thus replace large-field S-boxes with
smaller-field S-boxes, resulting in a significant speed-up in plain evaluation.

3 RainHash2.0

This section provides an overview of the RainHash2.0 permutation and the accompanying
modes of operation. In the following, we write Fon to denote a finite field with 2"

4Specialized hash designs are not uncommon and have been explored for hardware-, software-, and
zkSNARKs-friendly use cases, e.g., [ANWW13, DEMS21, GKR*21, GKS23, GKLt24, GKK*26].
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(a) One round of Pgs s with ¢ = 8 for a total state size of 512 bits.
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(b) One round of Pga,: with ¢ = 12 for a total state size of 768 bits.

Figure 3: One round of the RainHash2.0 permutation over Fig,. The internal state is
represented as a matrix of 8-bit field elements, where each column groups eight such
elements and can be interpreted as a 64-bit field element.

elements, agnostic of the concrete field representation. For efficiency reasons, concrete
implementations use binary tower fields, which enable efficient decomposition of field
elements, offer hardware-friendly arithmetic, and are compatible with the Binius proof
system.

3.1 RainHash2.0 Permutation

The RainHash2.0 family includes two classes of permutations, namely Pg4 + defined over
Fie, 2 F5X for t € {8,12}, allowing a total state size of either 512 or 768 bits. Its design
principle is similar to the LS design [GLSV15]. The state is interpreted as a rectangle of
8 X t elements in Fos, that is, 8 rows and ¢ columns, where each cell is a byte-element.
Each column can equivalently be viewed as an element of the extension field Foss via the
natural isomorphism & : ng — Foea arising from the field extension Faea /Fos of degree 8.
Then, in every round, a nonlinear function (or S-box) S operates over the columns, while a
linear function L operates over the rows. A graphical representation of the RainHash2.0
permutation is given in Figure 3.

3.1.1 Details of the Round Function

The permutation Pgy; : Fgm — Fgm consists of R rounds R(’"), with an additional linear
operation L applied to the input, that is,

Pea st = RE-DoRE-2) 5  oROoL with R =¢,+LoS (6)
for all 0 < r < R, where ¢, € Fém are the round constants and S, L are defined as follows:

e The nonlinear layer S : Fgm — IF§64 operates over the state-vector in Foes, that is,
the columns of the 8 x ¢ state-matrix. The coordinate functions S; are given by

Sj i Foee — Foer  with x> 27! (7)

forall 0 < j < tand 0~!:=0 as usual.
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o The linear layer L : F3X* — F3X* operates directly over the rows of the 8 x t
state-matrix. The coordinate functions L; are given by

Li:Fhe = Fhe  with x> (x> da- (x K1) (8)

for all 0 < ¢ < 8, where a € Fos is chosen such that L is invertible (cf. Proposition 1),
and - >> i and - < i denote the right and left rotation by a factor ¢, that is,

($Oa L1y 7It—1) > 0= (It—ia Lp—it1y---5Lt—1,205- - 7=’Et—i—1) )

(w0, @1, Tp—1) KT = (Tiy Tig 1y Te—1,T0, - Tio1) -
Depending on the state size ¢, the parameter « is defined as follows:

— t=28: a =0, that is, the linear layer is defined analogously to the ShiftRows
operation in AES [DR02al;

— t =12: a # 0; the concrete choice depends on the chosen field construction (see
Remark 2 in Section 4.3).

Remark 1. Before proceeding, we remark that in the above design description we implicitly
switch between the representations over Fie, and F5. via the isomorphisms ® : F§, — Faes
and ®~!. That is, we freely interpret columns of the state matrix as elements of the
extension field and vice versa, without making these conversions explicit, in order to

improve readability.

3.1.2 Round Constant Generation

The round constants are generated deterministically from the fractional part of =. More
precisely, we extract a sequence of t R elements in Fosa by taking consecutive blocks of 64
bits from the binary expansion of 7 — 3. These bits are interpreted as elements of F$* and
mapped to Faes via the chosen basis representation. The resulting constants are arranged
into R vectors of length ¢, yielding ¢, € Fie, for 0 <r < R.

3.2 Modes of Operation

Let x denote the digest length and ¢ the state size, both measured in elements of Foss. We
propose two modes of operation:

« Sponge: a hash function for variable-length inputs, H : Fys, — Fe,.
o Compression: a fixed-size compression function C : Fhe, — IF;‘M.

For fixed-size inputs, such as in Merkle tree constructions, the sponge is typically instan-
tiated with a single permutation call. In this setting, a compression function is more
efficient, as it eliminates the need for a capacity part and allows for smaller state sizes. In
the following, we describe how these constructions are instantiated from a permutation
P:F' — F* with a target security level of s bits, where n = [log, |[F|] denotes the field
size in bits. The proposed parameter sets are summarized in Table 1.

Notation. We write x|y € Ff*+% for the concatenation of two tuples x € F’ and
y € F% and denote by left,(x) the length-¢ prefix of x. In particular, left, (x||y) = x.
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Table 1: Possible parameters for different state sizes t and a security level of kK = 128 bits.
Input and output sizes are measured in elements of Fasu.

Sponge Compression

K state size t capacity c rate r digest size x t—x b% Arity

128 8 (512 bit) 4 (256 bit) 4 (256 bit) >4 (256 bit) 4 (256 bit) 4 (256 bit)  2:1
128 12 (768 bit) 4 (256 bit) 8 (512 bit) >4 (256 bit) 8 (512 bit) 4 (256 bit)  3:1

3.2.1 Sponge

The sponge construction [BDPV08] is a widely used paradigm for hashing variable-length
inputs. We write ¢t = r + ¢, where ¢ and r denote the capacity and rate, respectively, both
measured in field elements. The sponge construction proceeds in two phases.

o In the absorption phase, a (padded) message M € F* is split into blocks M; € F" for
0 < i < £, which are iteratively absorbed into the state S € F. Starting from the
initialization S <— 0°~1 || x, each block is processed as

S + P(S+ (M; | 0%). (9)

e In the squeezing phase, the output is generated by repeatedly applying P and
extracting the first r elements of the state until x output elements are obtained.

We use the sponge-pi construction [LBM25], illustrated in Figure 4, where the final
absorption step is modified to include a padding indicator € {0,1}. Concretely, the last
block is absorbed as

S« P(S+ (Mey [ 07 | ), (10)

ensuring domain separation between padded and unpadded inputs.

Security Requirements. Assuming the underlying permutation P behaves like a random
permutation, the sponge construction is indifferentiable from a random oracle up to about
27¢/2 queries [BDPV08]. Thus, to achieve a (pre-quantum) security level of x bits, a
sponge hash function H : F* — FX with rate r, capacity ¢, and digest length x must satisfy
c> P—Tﬂ, and y > [%’ﬂ to prevent collision attacks. Finally, the security of a sponge hash
function is related to the infeasibility of solving any CICO (Constrained Input Constrained
Output) problem for the permutation that instantiates the sponge:

Definition 1 (CICO problem [BDPA1lla]). Let P : F* — F! be a permutation. Given
possible input and output sets X', C F*, the CICO problem asks to find (z,y) with
y=P(z),z€ X, and y € ).

In practice, the constraints fix ki, input coordinates and k.. output coordinates
(where 0 < kin, kous < t and ki, + kouws < t) to prescribed values, giving |X| = |F|t~Fin
and || = |F|!~kout. We refer to this as the CICO-(kiy, kout) problem, and write CICO-k
for the symmetric case ki, = kout = k. The generic brute-force cost is min(|F kin F|k°“t)
evaluations of P or P~1.

3.2.2 Compression

In the compression setting, we use a permutation-based variant of the Davies-Meyer
construction, as already employed for POSEIDON2 [GKS23] and POSEIDON(2)B [GKK™26],
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Figure 4: sponge-pi [LBM25] using a permutation P : F* — F! with ¢t = r + c.

defined by combining the truncation function with the feed-forward operation. The
permutation P is applied once, followed by feed-forward addition and truncation:

C:Fhos = Flou, x> lefty (P(x) 4+ x). (11)

Viewing the input x € F? as the concatenation of a message part x,, € F!=X and a chaining
value x. € FX, we get a compression function of arity ¢ : x of the form

Ciy Fi=X x FX — FX, (X, Xe) = Clxm || xc) - (12)

In particular, for x = ¢/2, this corresponds to a 2-to-1 compression function, while for
X = t/3, it yields a 3-to-1 compression function.

Security Requirements. To achieve a (pre-quantum) security level of k bits, a compression
function C : F* — FX must satisfy y > (%"] to prevent collision attacks and t —x > [ﬂ to
avoid guessing attacks on the truncated part. As the entire permutation input is hashed,
domain separation is not provided by the construction and must be implemented externally,

if needed.

3.3 Number of Rounds and Security Claims

We claim that the hash/compression function instantiated by 8-round RainHash2.0 provides
128 bits of security with respect to (second) pre-image and collision attacks. Moreover, to
ensure the security of the sponge construction (with rate r and capacity c), we claim that
the underlying permutation is CICO-k secure for all 1 < k < ¢, i.e., that no attack solves
the CICO-k problem (cf. Definition 1) faster than min{264% 2128},

Note that the number of rounds for the RainHash2.0 permutation is equal to 8 for both
t =8 and t = 12 (independently of the mode of operation). A detailed security analysis is
given in Section 5.

4 Design Rationale

In this section, we explain the rationale behind our construction and discuss the main
design choices.
4.1 Functions over Different Fields

The main idea behind our design strategy is to combine functions over different fields to
achieve security within only a few rounds. In this section, we review prior designs following
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this approach and analyze their respective advantages and disadvantages. These insights
informed the design of RainHash2.0 as a weak-arranged Substitution-Permutation- Network
(SPN) scheme with an S-box S over Fass and a linear layer L operating at byte level.

Weak-Arranged SPN Schemes. One approach is to define the nonlinear and linear layers
over different fields. This strategy is not new in the literature. For example, the S-box
of PRESENT [BKL"07] is defined over Fa1, whereas its linear layer is a bit permutation
and therefore has degree one over Fs. Similarly, the S-box of KECCAK/SHA-3 (i.e., the x
function) acts over Fys, while its linear layer has degree one over Fy. Following [CGGT22,
Definition 2|, both primitives are examples of so-called weak-arranged SPN schemes.

Weak-arranged SPN schemes offer some clear advantages in the context of algebraic
attacks. Consider an SPN defined over F%, whose S-box is the power map z +— 2
over Fon and the linear layer is defined by a matrix multiplication over Fs. As shown
in [BCD11, CGG™22], its degree grows substantially faster than in a strong-arranged SPN
scheme where, roughly speaking, the linear layer is also defined over Fon.

Non-Linear Maps over Different Fields (XHash). The idea of field-mixing can be taken
further by combining nonlinear operations defined over different fields, for example, some
over Fon and others over Fanm. A concrete example of this approach is XHash [ABK ™23,
ABK™26], designed by Ashur et al. for STARK applications: it applies z +— z? (as well
as ¢ — xt/ 4) over Fon and X + X% over Fasn. In the following discussion, we adopt
their notation to clearly distinguish the power maps over the two fields, using lowercase
variables for elements of Fo» and uppercase variables for elements of Fonm.

On the positive side, X + X% has a dense polynomial representation over F3%, which
is crucial for guaranteeing security against algebraic attacks (see, e.g., [ABK*26, App. D]).
Moreover, this choice is advantageous for achieving rapid degree growth over Fy. As shown
in [EGLT20, CGG*22], for a symmetric primitive over F5, with a nonlinear layer x ~ ¢
defined over Fan and a linear layer defined over F%,., the degree grows linearly with the
number of rounds. By combining power maps defined over Fon and Fonm, the degree over
Fy grows more rapidly.

However, this approach also has several disadvantages. First, the degree of the polyno-
mial representation of X — X% over FJ. is again d. Hence the growth of the degree of an
R-round SPN over Fan» is again d&, yielding no asymptotic advantage in degree growth.
Yet X — X% over Fynm is substantially more expensive than m power maps x — 2% over
Fyn, degrading plain performance. Finally, ensuring invertibility of X — X% imposes
additional constraints on both n and m, with a potential impact on the design choices.

4.2 About the Nonlinear Layer: Monomial Power Maps

Several options are possible for the nonlinear layer. To minimize the multiplicative
complexity, one of our primary design goals, we use an invertible power map over, we opted
for an invertible power map over Fon. In the following, we briefly review the main options
considered in the literature and explain the considerations that led us to choose the inverse
map for RainHash2.0.

Interleaving =% and 2'/¢ (Rescue-like). Several designs, including Rescue [AAB*20],
GRIFFIN [GHR*23], and Anemoi [BBC*23], use both x ~ 2 and z — /¢, where d > 3
is typically chosen as the smallest integer such that x — z¢ is invertible. Since these
schemes are strong-arranged, using only = — 2 would lead to comparatively slow degree
growth and therefore require many rounds to reach maximal degree. The additional use of
x — /% accelerates the degree growth, allowing a high algebraic degree to be reached
within only a few rounds. However, evaluating  — z'/¢ is costly in both software and
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Table 2: Theoretic costs of computing 27 vs. 27! in Ts. See Section 2.1 for notation.

Te = Foss
Ty = Fy Tg = Fos

z 7894A( + 854C + 1458M, + 1285, 236A3 + 40C3 + 54M3 + 16S3
A 5265A0 + 600C, + 1092M( + 63Sp + Iy 117A3 + 22C5 4+ 39M3 + 7S5 + I3

Operation

Table 3: Hardware costs of computing z” (implemented using 2 multiplications and 2
squarings) vs. 27! over different tower field sizes. Synthesis results of the non-pipelined
modules are from Vivado 2022.2 with area optimizations enabled.

Field Bits per Area Consumption (LUTS) Benefit of

Size Element  Multiply Square z+ 27 2+ 27! !
T3 = Fos 8 30 4 32 27 1.19%
Ty = Foie 16 101 11 223 116 1.92x
Ty = Fos2 32 342 40 730 416 1.75%
T & Faos 64 1,097 100 2,390 1,399 1.71x
T = Foi2s 128 3,432 238 7,437 4,461 1.67x

hardware. Using a weak-arranged scheme instead enables rapid degree growth, making
the additional cost of z + /¢ unnecessary. We therefore do not consider a Rescue-like
nonlinear layer. In particular, we expect RainHash2.0 to achieve maximum degree within
few rounds due to the particular choice of the linear layer, while avoiding the high cost of
x> gl/d0

Choice of the Exponent d. For the power map x — z%, we consider two natural choices:
either choosing d > 3 as the smallest integer satisfying ged(d,2" —1) = 1, or d = —1,
corresponding to the inverse map. For efficiency, we restrict our attention to fields Fon
where n = 2% is a power of two. As shown in [GKK'26], the following results hold:

Lemma 1. For each k > 2, 92" _ 1 s divisible by & and by 5. Moreover, 922" _ 1 is never
divisible by 7.

Lemma 2. For each k> 2 and 0 < d < 2%, 22" _ 1, then gcd(22k — 1,29 4+1) # 1.

For n = 2, the candidates thus reduce to d = 7 and d = —1. We compare their
hardware efficiency and ZK performance to guide our design choice.

From the hardware (HW) point of view, as shown in Tables 2 and 3, x + x~ ! is
more competitive across relevant field sizes when using binary tower fields. Specifically,
the concrete area consumption in terms of lookup tables (LUTs) is between 1.19x and
1.92x lower in the  — 27! case. Therefore, we choose z — x~! for our nonlinear
layer. The benefit of z +— x~! in our construction is attributed to the efficient tower field
inversion [FP97]. However, in general binary extension fields without a tower structure,
field inversion is significantly more complex, making = — 27 the more efficient choice in
such constructions. Note that we consider only the HW area consumption here, since the
operation latency is largely hidden by pipelining in throughput-oriented designs.

From the Zero-Knowledge (ZK) point of view, as shown in [BBB*26], permutations
with low-degree VOLE-ZK multiplicative circuit representation, like SHAKE256, enjoy

5We recall that RainHash2.0 is a hash function, its inverse permutation is never evaluated by the user;
unlike in a block cipher, there is therefore no need to consider z — z/¢ for decryption.
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higher degree QuickSilver check optimization allowing several permutation rounds to be
checked at once instead of checking each round separately, reducing the proof size. In
SHAKE256 S-box, the forward and backward degrees are 2 and 3 respectively, allowing
degree-16 VOLE checks with 4 rounds forward and 2 rounds backward. However, when
using x +— 27 S-box, such benefits vanish due to already high degree in a single round,
moreover, x — ' S-box requires 4 multiplications before the VOLE check (higher ZK
runtime), compared to x +— =1 S-box performing only an inverse check (Section 6.2).

For the Binius proof system, the respective constraint for the S-box = + 27 takes
x and y = 27 as inputs and proves for the concrete inputs 27 +y = 0. The number of
multiplications can again be reduced by introducing the intermediate values 22, x4, and
20, resulting in 4 multiplications. The inversion function ! is proven by the constraint
(x-y+1)+ (z + By) = 0, which proves the correct computation of y = x~! from x. The
construction of the constraint is further elaborated in Section 6.1. Thus, the z — z”
S-box consists of 4 multiplications and one addition. The 2 + 2~ S-box consists of 2
multiplications and 3 additions. Since multiplications are significantly more expensive
than additions in the proof system, this gives a slight advantage in terms of constraint
costs to the S-box z — ="' compared to z — z”.

4.3 About the Linear Layer: LS and PRESENT-Like Designs

Finally, we discuss the rationale behind the linear layer. For efficient software and hardware
implementations, we use a lightweight byte-level shuffle, similar to the bit permutation
employed in PRESENT. As shown below, this choice does not compromise security.

Wide-Trail Design Strategy. The linear layer is essential for achieving full diffusion in an
SPN scheme. Moreover, its diffusion properties can significantly contribute to resistance
against statistical attacks, such as differential and the linear attacks, as formalized by
the wide-trail strategy [DR02a]: instead of using large S-boxes with very low maximum
differential probability/linear correlation, this strategy combines relatively small S-boxes
with a strongly diffusive linear layer designed to maximize the minimum number of active
S-boxes. Consequently, resistance against statistical attacks can be achieved within a
few rounds, even with relatively small S-boxes (e.g., 4 or 8 bits). Besides the AES and
AES-like designs, several AO primitives [GLR'20, AAB*20, GKR™21, GOPS22, BBC'23]
employ linear layers with a high branch number [DR02b], in particular Mazimum Distance
Separable (MDS) matrices, thereby guaranteeing a large minimum number of active S-boxes
across two consecutive rounds.® This choice is typically justified by the fact that linear
operations are considerably cheaper than nonlinear operations in applications such as ZK
protocols and MPC.

However, the security benefit of a high-branch-number layer such as an MDS matrix
is questionable once the S-box itself is large (e.g., 64 or 128 bits) and strong (very low
maximum differential probability DP .y ). The wide-trail strategy compensates for small
S-boxes by forcing many active S-boxes, since a differential trail has probability roughly
(DPmax)® in the number s of active S-boxes. When DP . is already very small — as for
the 64-bit inverse S-box of RainHash2.0, where DP .« = 2752 — even a single active S-box
drives a trail quickly below the security bound, so maximizing the number of active S-boxes
yields little additional security against single-trail differential and linear cryptanalysis.
Choosing an expensive MDS matrix is therefore not ideal when the goal is efficiency in
both software and hardware, as for RainHash2.0. We thus adopt a lighter linear layer that
still ensures full diffusion of the state, which remains necessary against algebraic and other
structural attacks, while avoiding the cost of maximal branch number, as outlined below.

6We recall that the branch number of M € ]FéXt for ¢ = p™ is defined as B(M) = minxng\{o} {hw(z)+
hw(M X z)}, where hw(-) is the bundle weight in wide trail terminology.
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Design Rationale of L. For a cheap linear layer, we take inspiration from PRESENT
[BKL'07], where the linear layer is defined as a bit shuffle: since its S-box operates over
only 4 bits, diffusion must be achieved by permuting individual bits. In our case, the S-box
is defined over 64 bits, so we can instead shuffle at the byte level, achieving comparable
diffusion at a coarser and cheaper granularity. To keep this shuffle simple and elegant,
we adopt the LS-design structure [GLSV15], in which a linear layer acts on the rows of
the state and the S-box on its columns. For the linear row operation, we use a map
similar to ShiftRows of the AES [DR02al; unlike the AES, however, we deliberately omit a
MixColumns-style MDS step, in line with the argument above.

In the AES’s ShiftRows, the i-th row is rotated by 4 positions, achieving full diffusion
for a state of 8 rows and at most 8 columns: after one application, every byte has been
spread across all columns. However, it is not possible to achieve full diffusion in the case
of 9 or more columns, since a single ShiftRows moves each byte by at most 8 positions and
thus cannot reach every column of a wider state. To recover full diffusion within a single
round, we apply ShiftRows twice, once rotating left and once rotating right, and sum the
two results. A scaling factor « is applied to one of the two rotations to ensure that the
resulting map is invertible, see Proposition 1. Importantly, this lightweight linear layer
does not compromise the security of RainHash2.0, as shown in Section 5.

Proposition 1. Let L be the linear layer defined in Equation (8) for a # 0. If ord(«) 1 ¢,
then L s invertible.

Proof. The right and the left rotations correspond to the multiplication with the circulant
matrices C' = circ(0,0,...,0,1) € F5X" and C~! := circ(0,1,0,...,0) € Fi5*, respectively.
In particular, x >> i = C* x z and ¢ <€ i = C~* x x. Thus, for ¢ € {0,1,...,7}, the
i-th row z € Fls is transformed as = — (Ci +a- C*i) x . Let L; :=C'4+a-Ct =
c—1t. (C’Qi +a- I), where I € Fg?t is the identity matrix. Then L is invertible if and only
if L; is invertible for all i € {0,1,...,7}. Since det(C) = det(C~!) =1,

det(Li) =0 & det(C*4a-1)=0 & Fz#0: (C*+a-I)xz=0.

In other words, the values of a for which L; is not invertible are exactly the (negative)
eigenvalues of C?. Let \ be an eigenvalue of C?* and v the corresponding eigenvector.
Then

C¥xv=XM = (C*Pxv=Cx =\v = ... = (C*) xv=\v.

Since (C?%)! = (C*)?* = I?" = I, it follows that all eigenvalues of C** are t-th roots of
unity, i.e., A\' = 1, and thus ord()\) | ¢ by Lagrange’s theorem. O

Remark 2. For Fas := F3[X]/(l), using « = X mod | in Equation (8) yields an invertible
linear layer L for common choices of field moduli I:

o For the modulus | = X® + X% 4+ X3 + X + 1 used in AES, ord(a) = 511¢¢.
o For the modulus | = X® + X%+ X3 4+ X2 + 1, ord(a) = 255 1 ¢.

In the tower field setting, one may also choose the elements of T3 that are isomorphic to
the above choices; they have the same multiplicative order in the tower representation.
However, a more hardware-friendly representative is o = xo = 4 since ord(4) = 51 ¢.

5 Security Analysis

In this section, we present our security analysis of RainHash2.0. We show that 8 rounds are
largely sufficient to prevent algebraic and statistical attacks. In more details, statistical
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attacks are prevented after at most 6 rounds: differential and linear attacks are infeasible
beyond 5 rounds (Section 5.1.1), truncated differentials beyond 3 rounds (Section 5.1.2),
and impossible differentials beyond 2 rounds (Section 5.1.3). Regarding algebraic attacks,
we consider several modeling strategies (over Fosa, Fos, and Fy): in all of them, the
polynomial representation reaches its maximum degree and full density within 5 rounds,
preventing interpolation attacks beyond 4 rounds (Section 5.2.3), and Grébuner basis attacks
do not extend beyond 4 rounds either (Section 5.2.4). The strongest attack we found is a
rebound attack covering 6 rounds (Section 5.3). Adding a security margin of 2 rounds, we
obtain 8 rounds in total, for both t = 8 and ¢ = 12. We consider this margin appropriate:
only the rebound attack covers 6 rounds, while all other attacks stop at 5 rounds or fewer.
In particular, it is deliberately conservative with respect to algebraic attacks, an area
under active development in which new techniques regularly emerge.

5.1 Statistical Attacks
We start by presenting the security analysis of RainHash2.0 against statistical attacks.

5.1.1 Differential and Linear Attacks

Differential Attack. In a differential attack [BS91], the idea is to study how differences
between two inputs propagate through a symmetric primitive. Notably, if a specific input
difference A;, leads to a specific output difference Ay, with probability higher than that
of a random permutation, this property can be exploited by an attacker. For RainHash2.0,
this probability is given by

]FSXt P Ain P :Aou
Prob(Amn — Aout) = Hx e F" | P(x @264%)@ (x) e} .

To argue resistance of RainHash2.0 against differential attacks, we compute lower bounds
on the minimal number s of active S-boxes. Under the Markov cipher assumption and
assuming independence of the rounds, it holds that

Prob(Ain = Aout) < (DPmax)® ¥ Ain, Aguy € B3,

where DP,.x denotes the maximum differential probability of the S-box. In particular,
the RainHash2.0 S-box satisfies the following properties:

o DPpax(z+— 271) = 4/264 = 2762

« at least one S-box is active per round, i.e., at least r S-boxes are active over r rounds,
independently of the value of ¢.

Hence, for all Ay, Aout € Fg?t, Prob(Aipn — Agw) < 27277, In particular, for r > 6,
this bound is below 2725128 "{ e, 2.5x the target security level of 128 bits. The factor of
2.5x accounts for both the clustering effect (i.e., the combination of multiple differential
characteristics) and the potential use of meet-in-the-middle techniques.

Linear Attack. In a linear attack [Mat94], the attacker exploits the existence of linear
approximations of the primitives that holds with a probability different than in the case
of a random permutation. As in the majority of the cases, security against differential
cryptanalysis implies security against linear cryptanalysis as well. Here, we limit ourselves
to study in more details the case in which the state x € Fg?t is defined as

1xg - Ty Bro1

1 Iy -T9g e zﬁ 'jt—l

xh - To wy
&0 -

2>
o~
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(a) t =8 with a = 0.

(b) t = 12 with a # 0.

Figure 5: Truncated differential for 1-round RainHash2.0. A byte with non-zero difference
is denoted in blue.

for 2/ € F5; and & € F4. In such a case, we have that
S(z'@2)=S()®1, Lz’ @ %) =2’ @ L(%).

As showed in [GLSV15, Section 4.1], this implies the same behavior for differences and for
linear masks, in the sense that it is possible to build differential characteristics (resp. linear
trails) where the differences (resp. selection masks) are written as tensor products. In
particular, we have that di, X & — dout X L(Z) through one round with probability < 2622
where || denotes the Hamming weight of 2.

5.1.2 Truncated Differential Attacks

Truncated differential attacks [Knu95] are a variant of differential attacks in which the
attacker only partially knows the difference between two states (usually, the fact that the
difference is zero or non-zero). In the following, we omit for simplicity the initial linear
layer.

1-Round. A truncated differential with probability 1 can always be set up for 1 round,
as shown in Figure 5 for t = 8 and ¢t = 12. No truncated differential with probability 1
exists for 2 or more rounds, since full diffusion is achieved within 1 round.

2-Rounds. When working over 2 rounds, a truncated differential with probability

9—8:(8—1) _ 9—56

exists, as shown in Figure 8 in App. A.1 for ¢t = 8 and t = 12. Before the last linear layer,
note that the probability for the random permutation case is 2764 (t=1) < 2448 hence,
much smaller. As it is possible to see in there, this is related to the probability that the
S-box maps the input difference into one in which only the first byte is active.

We limit ourselves to point out that, if the position of the non-zero byte difference is
not fixed, then the probability just given increases by a factor 8.

3-Rounds. By iterating a strategy similar to the one just described, it is possible to set
up a 3-round truncated differential with probability 27256 = 27112 as shown in Figure 9
in App. A.1 for t =8 and ¢t = 12.
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5.1.3 Other Statistical Attacks

Impossible differential attacks [BBS99] exploit the existence of (truncated) differential
characteristics that hold with probability 0. They are usually set up by concatenating
truncated differentials that hold with probability 1 in such a way to have a contradiction
in the middle. Due to the previous results, impossible differentials exist up to 2 rounds,
and a similar conclusion holds for zero-linear correlation [BR14].

Finally, especially due to the weak arrangement of our design, we limit ourselves to
mentioning that other statistical attacks, including integral attacks [DKR97], rotational
cryptanalysis [KN10], slide attacks [BW99], multiple-of-8 [GRR17], mixture differential
cryptanalysis [Gral8], among others, are not a threat to our design.

5.2 Algebraic Attacks

Algebraic attacks model the primitive in a concrete attack scenario as a system of polynomial
equations, and exploit low degree or sparsity to solve for the unknowns (e.g., a preimage
given its hash). Because RainHash2.0 combines functions over two different fields, its
resistance to these attacks depends on how its description translates between the base field
and its extension, where the degree and density of the resulting polynomial system play a
crucial role. The remainder of this section is organized as follows. In Section 5.2.1, we recall
(fake) Weil descent, a general technique for switching between representations over the base
and extension fields. In Section 5.2.2, we apply it to derive the polynomial representations
of the individual nonlinear and linear components of RainHash2.0. Building on these, we
study the degree and density of the resulting system, which govern the cost of interpolation
attacks (Section 5.2.3), and finally the complexity of solving the full polynomial system via
Grobner bases (Section 5.2.4). Detailed experimental results are given in App. A.2 to A.4.

Notation. Throughout this section, we work with a finite field F' := [F, for a prime
power ¢ = p", and its degree-m extension F, := Fym, which forms an m-dimensional
F-vector space F,,,/F. Given an F-basis B = {50,...,8m—1} of Fpn, any X € F,, can be

uniquely written as X = Z;’ZOI x;8; with z; € F', and B induces an F-linear isomorphism

O F™ = F, (Toye e oy Tip—1) ZT:Bl x;8;, whose inverse gives the coordinate vector of
X with respect to B. Here, we use uppercase letters (e.g., X) for elements of the extension
field F,,, and lowercase letters (e.g., ;) for elements of the base field F. In the binary case,
F and F,, are extensions of Fy of degrees ny = [F : Fy] = 2 and ny = [F, : Fy] = 2k2
(so q1 = |F| =2™, g3 = |Fy,| =272, and m = 2271 giving the tower Fy C F C F,.
Remark 3. For RainHash2.0, the linear layer operates over F' and the nonlinear layer over
the extension F,,. We deliberately keep this two-field setting general to allow flexible
instantiation in the algebraic models and experiments. For our concrete instances, we use
k1 = 3 and ko = 6, yielding F' = Fys and Fj, = Fyes with m = 8. In practice, these fields
are realized using the binary tower fields T, and Ty,, as defined in Section 2.1.

5.2.1 Weil and Fake Weil Descent
—1

Let F € Fu[X] be a polynomial over the extension field F,/F. Writing X = 37" " 2,5

in the F-basis B = {80, ..., 8m-1} and substituting into F yields a decomposition of F

into a linear combination of the basis elements with coefficients [F]; € Fzo,. .., ZTm—1]:
m—1 m—1
F(X)=F ijﬂj = [Fl;8; (mod (zd —xzo,...,2} 1 —zm_1)),
§=0 5=0

where deng([F} j) < ¢ for all j. In particular, a polynomial system over F,, can be
transformed into a system over the base field F' with m times as many variables.
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Definition 2 (Weil Descent, [HKY15]). Let F C F,,[X] be a set of polynomials. The
Weil descent system of F with respect to the F-basis B is defined as

F'={[Fl;:FeF, 0<j<m} U {zf—2;:0<j<m}.

The solutions of F over Fm correspond bijectively to the solutions of 7’ over F' via the
coordinate map X = Z] 0 xjﬂj

An important example arises from F-linear maps L : F,,, — F,,,, which correspond to
linear transformations of the coordinate vector x = (xq,...,Tm—_1) € F™.

Example 1 (F-linear maps). Every F-linear map L : F;, — F},, can be written uniquely
as a g-linearized polynomial L(X) = 22161 ¢; X" with coefficients ¢; € F,,. Substituting
X = ZJ " xjﬁj into L(X) and using m?l =z, for z; € F yields

i

q

m—1 m—1 m—1 /m—1 )
L(X): ZCZ" ijﬁj = Z <Z Ciﬂ?7> Zj

i=0 §=0 =0 \i=0

Decomposing the coefficients ZZ'IOI czﬂ]qz with respect to the F-basis B yields

m—1 /m—1 m—1 [m—1
= > awibr ) zi= Y | D ange; | B

=0 k=0 \ j=0

with ay ; € F'. The coefficients of the basis elements 3 give yr = Z;":_Ol ayjr; for k €
{0,...,m — 1}, which corresponds to the linear transformation y = Ax, with A € F™>™,

While Weil descent expands elements of F),, in an F-basis, the so-called fake Weil
descent instead expands the exponent structure of monomials, allowing a univariate
polynomial F € F,,,[X] to be rewritten as a multivariate polynomlal FeF.[Xo,. ., Xm-1]
For e € Z>g, let X¢ be the remainder of X¢ modulo X" — X in F,,[X] and write

e = E;":_Ol e;-qj in base ¢ with ¢} € {0,...,¢ —1}. Then

ST (x0)
j=0

Substituting X; := X¢' yields X¢ = X{* - X
to all polynomials in F,,[X], yielding a map

; . This map can be extended Fj,-linearly

(1) s Fn[X] = Fin[Xo, ..., Xm-1].
Definition 3 (Fake Weil Descent, [HKY15]). Let F C F,,,[X] be a set of polynomials.
The fake Weil descent system of F is defined as

F={F:FeFlu{X]—X1,....,XL | —Xo}.

m
There is a bijection between the set of solutions of F and F over F,,.

Fake Weil descent systems can be used, for example, to study the algebraic structure of
nonlinear maps over F), or to facilitate the computation of affine linearized polynomials.

Example 2 (Inversion map over Fom). Consider the inversion map X — Y = X1,
which satlsﬁes X1 =X2""2for X #0. Since 2™ — 2 = Py 127 we obtain X2"~2 =
H;"le X? . Introducing variables X; := X% for j=0,...,m— 1, the fake Weil descent

yields a multivariate polynomial system over F), modeling the inversion map

(X1 Xo- X1 =Y} U{XE - X1, X2 = Xo,..., X2 | — Xo}.

m
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Table 4: Systems of polynomial equations representing the coordinate functions of the
nonlinear and linear layers — S; : F,,, = F,,, L; : F* — F*, L;- cFL 5 F, for0<j<t
and 0 < i < m — over different fields F,,,, F', and F3. Monomial counts include both input
and output variable terms.

Layer  Model Field #Eq #InVar  #OutVar Max. degree d Max. mon./eq
S, Y=X"1! F, 1 1 1 g2 —2 2
S; y=Xx"1 F m = 2k2—Fk1 m m m(gr —1)—1 ¢ =gt
Sj Yy =Xx"1 Fa ng = k2 ng no ng — 1 q2
S; XY =1 Fp, 1 1 1 2 2
S; Xy =1 F m = 2k2—k1 m m 2 m2 +1
Sj XY =1 Fa ng = 2kz2 ng no 2 TL% +1
L; lin. poly. Fr 1 t 1 q?kl mt+1
L; matrix F t t t 1 t+1
L; matrix o tny = t2k1 tny tny 1 tn1 +1

1t For m = 2, a tighter bound is given by 2¢q; — 1.

Notably, fake Weil descent does not reduce the coefficient field from F;,, to F'. Instead,
it merely changes the representation. However, for cryptanalysis, the variables X; can
subsequently be expanded in an F-basis, yielding a representation over F (see, e.g.,
Section 5.2.2).

5.2.2 Polynomial Representation of the Individual Components

Algebraic attacks can be more efficient when the polynomial representation of the cipher
is sparse or of low degree. We thus investigate in the following the degree and density of
different polynomial representations of S; : F,,, — F, and L; : F* — F', L) . F!, — F,, ~
the coordinate functions of the nonlinear and linear layers — over F,,,, F', and 5, summarized
in Table 4.

Polynomial Representation of the Nonlinear Layer (Y = X ~1). The inversion map is
directly expressed as the univariate polynomial Y = X! = X%~2 over F,,, yielding a
single equation of degree g — 2 in two variables. We use fake Weil descent [HKY15] to
obtain coordinate representations over F' and Fs.

e Owver F. Since the exponent expands as go —2 = ¢ —2 = (q1 —2) + Z;;l (g —1)¢
in base q1, we obtain

m—1 m—1
A\t _
v=xt=xo 2 [T (x#)" = xg 2 [T x (13)
Jj=1 j=1

where X := X4 satisfying Xjt1 = X;-h for 0 < j < m and X,,, = Xo. Writing
X = 21161 z;3; with ; € F, and noting that z]' = z;, each X; is an F-linear
combination of the same variables x;:

) m—1 q{ m—1 .
=0

i=0

Substituting each X; in Y by an F-linear form in zg,..., 2,1 and expanding
with respect to the basis B yields coordinate polynomials y; = F;(xg,...,Zm—1) €
Flxo,...,2m—1] for 0 <i < m, each of total degree at most d = m(¢; — 1) — 1 with

at most (mj{d) monomials. More precisely, counting all monomials in m variables
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with each exponent in {0,...,q; — 1} — minus the single monomial xgl_l RN %:%

which has total degree m(q; — 1) > d, plus the single monomial y; — yields a total of
¢ = g2 monomials per constraint.”

e Over Fy. Expanding X and Y in an Fo-basis {70, ..., Vn,—1} of Fy,, and substituting
into Y = X9~2 yields ny coordinate equations. Since the variables are in Fo, every
polynomial reduces to multilinear form, giving degree at most ny — 1 with at most
@2 monomials per constraint.

Polynomial Representation of the Nonlinear Layer (X - Y = 1). The inversion relation
is expressed as the single bilinear equation XY = 1 over F,,, yielding one equation of
degree 2 in two variables. For coordinate representations over F' and Fs, we use Weil
descent.

e Over F. Writing X = 221_01 z;BiandY = 221_01 i 3; with x;,y; € F and expanding
the product yields

m—1m—1

XY = (Z Wi) i viBi | = > miy; (Bif)- (15)
j=0

i=0 i=0 j=0

Expanding each basis product as 3;8; = ZZ:ol ci,j,kBr with ¢; ;1 € F and writing
1= L":_Ol dy. 31, comparing coefficients of 8y yields m bilinear equations over F in

2m variables:

3

m— -1

Z CijhkTiYj =dp, 0<k<m. (16)

1=

<
Il
o

Each equation has degree 2 and at most m? 4+ 1 monomials.

e Qver Fy. Applying the same approach as over F' using the Fo-basis {vo, ..., Yn,—1}
of F,, yields ny bilinear equations in 2ny variables, each of degree 2 with at most
n% + 1 monomials.

The degree and density of the coordinate polynomials modeling the nonlinear layer over
F =Ty, for different tower fields are reported in Table 12 in App. A.2. Notably, for the
model Y = X! the monomial bound depends on both ¢; and m: for fixed m, it grows
rapidly with ¢; while the actual monomial counts grow far more slowly, so the polynomials
become increasingly sparse relative to the bound. For the model XY = 1, the bound
m? + 1 depends only on m, and apart from the base case k; = 0, the monomial counts are
consistent across tower levels for m fixed. As expected due to the tower field construction,
the average density decays gradually with m, reaching around 30% for the suggested
instance (kz, k1) = (6,3). A key practical advantage of XY =1 is tractability: coordinate
polynomials can be computed for all instances considered, whereas the Y = X! model
did not complete in reasonable time for larger fields.

Polynomial Representation of the Linear Layer. The linear layer L : F™*t — FmXt jg
F-linear and naturally represented as a matrix-vector product over F. We consider two
coordinate views depending on the target field.

"Notably, for m = 2, the norm factorization X1 = 1\),((;) with N(X) = X9+l € F reduces the
bound to at most 2¢q; — 1 monomials per constraint, far below the general bound q%. Similar norm-based
factorizations apply recursively for larger m = 2k2=F1 but the advantage weakens with each level and a

closed-form bound becomes increasingly involved.
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e OQOver F,,. Composing each column into a single F},, element yields the coordinate
function L; : Ft — F,, for 0 < j < t, mapping the ¢ input columns to the j-th
output column. Since L is F-linear, each L; admits an F-linearized polynomial
representation over F,,, i.e., a linear combination of Frobenius powers:

t—1m—1

k
L Bl = Foy (Xoy o, Xeo) 2 Y =) 0> CianXt (17)
i=0 k=0
where Cj; ) € Fp,. This yields 1 equation of degree ¢"~! with at most mt + 1

monomials.

o Over F. The linear layer naturally acts row by row via L; : F'* — F* see Equation (8).
This yields ¢ linear equations in 2¢ variables over F', with at most ¢ + 1 monomials
per equation.

o Over Fy. Expanding each F-element in row k into its Fo-basis {yo,...,¥n,~1} of F'
yields tn, linear equations in 2¢n, variables over Fo, with at most tn; + 1 monomials
per equation.

Table 13 in App. A.2 lists the coefficients of L for F' = T3, F,,, = T, computed via
linear algebra. We observe that the representation is dense, with each coefficient occurring
at most four times in both cases t = 8 and ¢t = 12. This behavior extends to all L;, where
the same set of coefficients appears, differing only in their ordering.

5.2.3 Interpolation Attacks: Degree and Density

Interpolation attacks [JK97] aim to exploit the low degree properties by reconstructing the
polynomial that describes the permutation from input/output pairs by means of Lagrange
interpolation. The complexity of this attack is dominated by the degree and number of
monomials in the polynomial representation.

Growth of the Degree. The degree of Y = X !isdy = ¢z — 2 over F},,. For Lo S, the
composite function for the j-th coordinate of the state over F,, is

t—1 m—1 k t—1m—1
q _1_ 4k
Yi=> 1> Ciik (sz_Q) T G (18)
i=0 k=0 i=0 k=0

Since C i # 0 when k = 0, the degree of L o S is also d2. To reach the maximum degree,
the total number of rounds R should satisfy d& >t - (dg + 1) — 1.

When considering polynomial representation over F', the inversion mapping ¥ = X !
over Fy is decomposed into m coordinate polynomials via fake Weil descent. The total
degree of round function is d; = m(g; — 1) — 1. To reach the maximum degree, the total
number of rounds R should satisfy d > ¢ - (m(q; — 1)) — 1. The algebraic degree of
Y = X~ 1is hw(gy —2) = 2¥2 — 1 = 63. To reach the maximum algebraic degree, the total
number of rounds should satisfy (63)% > ny - ¢. In total,

R > max{log,, (t(d2 + 1) — 1),log, (t(d1 + 1) — 1),loggs(nz) + loggs(t)}.  (19)

For our concrete instances with (ki, k2) = (3, 6), the threshold is R = 2 for both ¢t = 8 and
t = 12. In order to avoid the reduced degree of the polynomial representation, we assume
that the polynomial representation reaches its maximum degree after 3 rounds.
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Density. Even if the degree reaches its maximum, a sparse polynomial can still be
reconstructed efficiently via interpolation. We analyze density in three algebraic models:
over F,, with t variables, over F' with mt variables, and over Fy with nyt variables.
Although the three models describe the same function, the density behavior may differ
between representations and an attacker could potentially exploit sparsity in one model
even if the other is dense. We adopt the following notion of density.

Definition 4. A polynomial over F, with u variables is considered dense if it contains
Q(g") monomials.

For a random polynomial over F, with u variables, each coefficient is non-zero with
probability ¢ — 1/q. So the expected number of non-zero monomials is (¢ — 1)g“~!. To
evaluate this for t = m and ¢ = 3m/2 in practice, we perform experimental tests for
(k1,ka,t) = (1,2,2),(1,2,3). The results are shown in Figure 10 in App. A.3. In all three
models, the number of monomials reaches the expected value within a small number of
rounds: R =4 for F,,, R =5 for F and Fy. This confirms the density property.

Interpolation using Fraction. Following the approach of [JK97], an attacker can represent
the R-round permutation as a fraction P/@Q rather than a polynomial to exploit the low
degree of the inversion map Y = 1/X. Such a representation, where P and () have |P| and
|Q| unknown coeflicients respectively, can be determined using |P|+|Q| plaintext-ciphertext
pairs.
As we can see, after the initial linear layer we have Z; = Zf;é ZL:_OI Cjin(Xi )’11

which has mt monomials and degree ¢7"~*. Then after the first round function, the j-th
coordinate is

=0 ko G Q1 (X0, Xem)

m—1
The common denominator is Q1 ;(Xo,- -+, X¢—1) = Hf;(l) Z" , which has degree d; =

t- qf(mfl) and at most s; = (tm)" monomials. For P ;, the algebraic expression is even

more complex with the same degree bound.
After round r, we have

t—1 m—1 q’f (X X
r r—1,1 0,° "7 > t—l) r PTZ(X07' 7Xt71)
=SS o % -

=0 k=0 Pgil,i(XOW" 7Xt71) Q” 1(X0a' 7Xt—1).

As Q,; = Ht ! Pfl 1,i» the number of monomials in @,,; grows exponentially as s, ~ st
For our concrete instance (k1, k2) = (3,6), the number of monomials reaches so &~ (s1)" ~
(tm)" > 2128,

Combined with the meet-in-the-middle technique, an attacker must solve a linearized
system PMQT2 — ]57,2(,2“ = 0, which requires data proportional to 2 - s,, - s,,. Conse-
quently, the required data complexity surpasses the entire codebook, rendering fractional
interpolation attacks impossible after only three rounds.

5.2.4 Polynomial System Solving (PoSSo)

We model RainHash2.0 in the different attack scenarios as a system of polynomial equations
by introducing a fresh variable for each S-box output at every round, as well as variables
for the (unknown) inputs. The goal is then to solve this system for the unknown variables,
typically using Grobner basis methods. We begin with a general description of the Grobner
basis attack strategy, then detail the concrete attack scenarios arising from the sponge
and compression modes, and finally describe the algebraic models over F,,, F, and F.
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Grobner Basis Attack. Let 7 = {Fy,...,F,,} CFy[x1,...,z,] be the polynomial system
describing the primitive over the finite field Fy and let Z = (Fy, ..., F,,) denote the ideal
generated by F. In the settings considered in symmetric cryptanalysis, the ideal Z is
typically zero-dimensional, i.e., the corresponding variety contains finitely many solutions.
A Grobner basis attack usually proceeds in three steps:

1. First, a Grobner basis of the polynomial system is computed with respect to a
suitable monomial ordering, often degree reverse lexicographic, using algorithms such
as F4 [Fau99] or F5 [Fau02]. The complexity of this step is estimated as

o(("52) ) @

where n is the number of variables, D, is the solving degree of the system, and
2 < w < 3 denotes the linear algebra constant.®

The solving degree is commonly estimated by the degree of regularity Diyeg: for
overdetermined systems behaving as semi-regular sequences, D¢z is the index of the
first non-positive coefficient of the Hilbert series

H"il(l _ Zdeg(Fi))
Smon(z) = == . 21
) (Z) (1 _ Z)" ( )
For determined systems forming a regular sequence, Dyeg = 1+ > (deg(F;) — 1)
exactly. The solving degree and D,¢s often coincide in practice but may differ by
late-occurring syzygies, cf. [BFS04, CG23].

2. When the polynomial system is not defined over Fo, the second step is to extract
a univariate polynomial from the system. This is typically done by converting the
Grobner basis to lexicographic order using the FGLM algorithm [FGLM93, FM17],
which yields a triangular system and has complexity

O (nD%) , (22)

where D7 is the degree of the ideal.

The degree Dz of a zero-dimensional ideal Z is the number of common zeros of its
generators in the algebraic closure Fq, counted with multiplicities. For determined
systems, it is bounded above by the Bézout bound []}_, deg(F;). Notably, if Dz is
small, the FGLM conversion step is comparatively cheap.

3. The FGLM conversion yields a Grobner basis in triangular shape, including a single
univariate polynomial of degree Dz. Its roots are found in

O (Dzlog(Dz)(log(Dz) + log(q)) loglog(Dz)) (23)

operations over F, [BBLP22|, which is typically negligible compared to the Grébner
basis computation. If further solution coordinates are needed, they are obtained by
back-substitution through the triangular system.

Concrete Attack Scenarios. We model attacks on the sponge hash function H and the
compression function C as polynomial system solving problems over the underlying R-round
permutation P, and consider the following scenarios:

8The complexity reflects the cost of the linear algebra on the Macaulay matrix at degree d, where
d is the highest degree reached during the F4/F5 computation. w = logy(7) ~ 2.81 from Strassen’s
algorithm [Str69] or the current best bound w ~ 2.37 [WXXZ23].
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Table 5: Constrained input/output words (kin, kous) for the different attack scenarios,
measured in F,,-words. We consider two state sizes: a square state with ¢ = m and a wide
state t = 3m/2. In both cases, ¢ = x = m/2. See Table 1 for the case F,,, = Faea.

Sponge Compression

(2nd) preimage CICO-k for k < m/2 preimage 2nd preimage

t=m (m/2, m/2) (k, k) (0, m/2) (m/2, m/2)
t=3m/2 (m/2, m/2) (k, k) (0, m/2) (m, m/2)

e For the sponge mode, both preimage and second-preimage attacks on a single message
block with ¢ = xy map to the same CICO-c¢ problem: ¢ input words are fixed to
zero, X = c¢ output words are fixed to the target hash value, and the remaining
r =t — ¢ input words remain as unknowns. More generally, an attacker may target
any CICO-k instance with £ < ¢, so the permutation must be CICO-k secure for all
1 <k < c at level min{qgk,2"}.

e For the compression mode, a preimage attack fixes the x output words to the target
value but leaves all ¢ input words free; a second-preimage attack additionally fixes
the t — x chaining-value inputs (ki, =t — X, kout = X).° The permutation must resist
these at level min{g),2"} = 2% and min{q;nin(t_X’X), 2%} = 2% respectively.

We do not explicitly consider algebraic collision attacks, since finding a collision requires
either solving for two independent permutation evaluations simultaneously or directly
modeling difference constraints. We claim that in both cases, the resulting systems are
substantially larger than the considered systems, and that the generic birthday attack
remains the most efficient strategy. An overview is given in Table 5.

Algebraic Models. We briefly introduce the considered algebraic models over F,,, F,
and Fs, based on the polynomial representations discussed in Section 5.2.2. Note that
systems defined over a field smaller than the natural domain of the components must be
augmented with field equations, to ensure zero-dimensionality of the corresponding ideal.
In the following, the index 0 < r < R runs over the rounds, with » = —1 reserved for the
cipher input and c¢_; the zero round constant by convention.

o Quver F,. We introduce t — ki, input variables X_; ; € F},, for the unconstrained
input words, and R ¢ S-box output variables X, ; € Fy, for 0 <r <R, 0 < j <t The
S-box input at round r, word j, is the ¢;-linearized polynomial L;» from Equation (17)
evaluated at the previous round’s S-box outputs, plus the round constant. Hence,
the S-box model XY =1 yields one equation per S-box per round:

(L5(Xp—1,0s oy Xpm1gm1) Ferm1y) - X =1, (24)

which is bilinear in {X,_1;} and X, ; in the structural sense but has formal degree
¢ + 1 due to the ¢-linearized linear layer. In total, the system over F, consists
of Rt + kou equations in Rt + ¢t — kj, unknowns: Rt S-box equations of structural
degree 2 (formal degree q{“*l + 1) and kout output constraints of structural degree 1
(formal degree q’f“l). The kot output constraints can be eliminated by ¢p-linear
Gaussian elimination, reducing the system to R ¢ equations in Rt 4+t — ki, — kout
unknowns of structural degree 2.

9Note that due to the feed-forward P(z) + z, the output constraints couple the permutation output
with the input variables, so the compression preimage does not reduce to a pure CICO instance on P.
However, we reuse the kin, kout notation to facilitate presentation.
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Table 6: Overview of the algebraic models over different fields with k;, constrained input
words and ko constrained output words over R rounds with state size t. Note that ki,
kout and t are counted with respect to Fj,, so variable and equation counts scale with the
extension degrees [F,,, : F| = m and [F,,, : Fo] = no.

Field #Equations #Variables Degree Field eq. Field eq. deg.
Fpm Rt Rt +t— kin — Kout gt 4t no -
F mRt m(Rt+t — kin — kout) 2 yes Q1
Fo nao Rt na(Rt 4+t — kin — kout) 2 yes 2

t Structural degree 2; the formal degree qinfl + 1 arises from the gi-linearized representation of the
linear layer over Fy,.

o Quver F. We introduce m(t — kin) input variables x_; ; ;; € F for the unconstrained
input coordinates, and m Rt S-box output variables z,; € F' for 0 <r < R. The
k-th coordinate of the S-box input for word j at round r is a linear expression in the
previous round’s variables:

Li(@r—1,0,ks - s Tr14—1,k)5 + Cre1jk » (25)

where Ly, : F* — F'* denotes the linear map operating on the k-th row of the state
matrix, as specified in Equation (8), and (-); selects the j-th output component.
Using the polynomial representation of XY = 1 over F, cf. Equation (16), yields
m bilinear equations per S-box per round, each of degree 2. In total, the system
comprises m(R ¢ + kout) equations in m(Rt 4+ ¢ — ki,) unknowns: mR ¢ quadratic
S-box equations and m - koyt linear output constraints. After substituting the linear
output equations, this reduces to m R t quadratic equations in m(R ¢+t — kin — kout)
unknowns. Each variable additionally satisfies the field equation 9 — z = 0 of
degree q;.

e Over Fy. We introduce na(t — ki) input variables and ny R ¢ S-box output variables
over [F5. As previously discussed, the linear layer becomes a tny X tng binary matrix,
and the m bilinear F-equations per S-box decompose into ng bilinear equations over
Fy, each of degree 2. After substituting the ns - koyg linear output constraints, the
system reduces to ny Rt quadratic equations in na(Rt 4+t — kin — kout) unknowns.
In contrast to the model over F, the field equations u? + v = 0 have the same degree
as the S-box equations.

An overview of the resulting polynomial systems is given in Table 6. Prior to adding field
equations, the system is square if and only if ki, + kout = ¢, which holds for sponge (second)
preimage with ¢ = m and for compression second preimage (both state widths). Otherwise
(Kin + kous < t), the system is underdetermined.

Attack Complexity and Round Number Derivation. We now derive the minimum number
of rounds required for 128-bit security based on the following considerations regarding the
complexity of Grobner basis attacks in the three algebraic models. Detailed results are
given in App. A.4.

e Quer F,,. Current Grobner basis implementations (e.g., Magma) do not, to the
best of our knowledge, exploit the g;-linearized structure of the linear layer, and
no experiments beyond m = 2 terminated. To account for attackers potentially
exploiting the structural degree 2, we report complexity estimates based on the
Macaulay bound under the regularity assumption (cf. Table 14b). Since the bound
depends only on R and ¢ (the linear input/output constraints do not affect the
nonlinear equation count), it is independent of the attack scenario. The estimated
complexity exceeds 128-bit security at R = 5 for ¢ = m and R = 3 for ¢ = 3m/2.
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e Over F' and Fo. Both models yield degree-2 S-box equations but differ in vari-
able count and field equation degree. Without field equations, the ideal is not
zero-dimensional; we therefore add them to restrict solutions to the base field. Conse-
quently, the solving degree is approximately the field equation degree of the respective
model (cf. Table 14a). The two models trade variable count against field-equation
degree and neither is uniformly easier; our experiments on small instances (Tables 15
and 16) confirm that the solving cost grows steeply with the number of rounds and,
even more sharply, with the state size ¢t and extension degree m. Already for these
toy parameters the system leaves the feasible regime after only a few rounds, so the
concrete instance (m = 8, t € {8,12}) is well beyond reach.

In summary, our observations indicate that R = 5 rounds already make Grobner basis
attacks computationally infeasible.

Alternative Modeling Strategies. Recent works propose alternative modeling strategies
that exploit the algebraic structure of inversion-based designs. Liu et al. [LMM24] leverage
sparse linearized polynomials to derive additional dependencies, accelerating Grobner basis
attacks. Yang et al. [YZY25] show that linearized polynomials can be decomposed into
lower-degree components and, by rewriting the S-box exponent and partially fixing the
structure, the inversion map can be expressed as a linearized polynomial as well. However,
these techniques are not effective in our setting, as they rely on few S-boxes, a small
number of rounds, or sparse linearized representations of L.

Alternative Solving Strategies. The algebraic cryptanalysis of arithmetization-oriented
hash functions has advanced rapidly, driven by the insight that solving the underlying
polynomial system may be reduced (often at surprisingly low cost) to computing a
single univariate polynomial in the ideal, whose roots reveal a solution. Two orthogonal
directions realize this idea. The first stays within the Grobner basis regime but chooses
a dedicated monomial ordering under which the natural system is already, or almost, a
Grébner basis, so that the cost concentrates in the subsequent change of ordering [BBL 124,
BBBT25a, CR25]. The second dispenses with Grobner bases altogether, extracting the
univariate polynomial by eliminating variables through the successive computation of
resultants [YZY 24, BBB*25b], most recently using fast bivariate resultants [BBHN26].
Both approaches have so far only been demonstrated on strongly aligned SPNs over prime
fields with an S-box that is a low-degree power map or has a low-degree inverse: GRIFFIN,
Arion, and Anemoi for the FreeLunch approach [BBLT24]; POSEIDON, NEPTUNE, and
XHash8 for its CheapLunch extension [BBBT25a]; and Rescue, GRIFFIN, Arion, and Anemoi
for the resultant frameworks [YZY*24, BBBT25b, BBHN26].!1° While this does not by
itself preclude their application to other structures, RainHash2.0 clearly departs from this
template. In the following, we show that RainHash2.0 does not exhibit the structural
properties required by these attacks, preventing their direct (efficient) application to our
construction.

Both directions require the ideal to be zero-dimensional and, more restrictively, the
polynomial system to be determined: the monomial-ordering approaches rest on a trian-
gular, square system, and stepwise resultant elimination collapses to a single univariate
polynomial only when the system is determined. The F' and F5 models cannot satisfy those
conditions simultaneously: without field equations their ideals are positive dimensional,
whereas the field equations that restore zero-dimensionality render the system highly
overdetermined. This leaves only the F,, model. For this model, however, the central
premise of the monomial-order approaches fails structurally. In the S-box model the

10[YZY*24] also considered the inversion-based Jarvis [AD18], a block cipher attacked in a key-recovery

rather than a CICO setting, and thus outside the scope considered here.
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inversion relation reads L}(...) - X; = 1, where L} is the gi-linearized S-box input (see
Equation (24)); it is bilinear in X; and the earlier-round variables, so its leading monomial
is a product of two distinct variables under any monomial ordering and can never be
a pure power Xj(-lj required for the triangular Groébner-basis structure underlying these
attacks. The resultant frameworks avoid this structure but are limited instead by the
degree growth during elimination, which their authors identify as the main bottleneck and
counter with dedicated techniques: start-from-the-middle modeling, variable substitution,
and fast interpolation in [YZYT24], and an efficient weighted-degree reduction based on fast
multivariate multiplication in [BBB*25b]. However, these techniques remain effective only
when the round functions have low degree. In the F,, model, the ¢;-linearized layer gives
each round relation a formal degree of ~ ¢"~* = 2% placing the resulting polynomials
far outside this regime. Finally, and independently of all the above, only CheapLunch is
even within reach of our preimage attack scenarios (cf. Table 5): these fix kout = m/2 =4
output words, whereas every other work (and thus every resultant framework) is confined
to CICO-1 and CICO-2.

5.3 Rebound Attacks

Rebound attacks [MRST09, LMR™09] are one of the most effective tools in the cryptanalysis
of AES-like hash functions. Introduced by Mendel et al. at FSE 2009, they can be applied
to both block cipher based and permutation based constructions. The idea of the rebound
attack is to divide the attack into two phases, an inbound and an outbound phase:

e The aim of the inbound phase is to use the available degrees of freedom to find, at a
low cost, a large number of pairs of values that satisfy a (part of a) differential path
that would be very expensive to satisfy in a probabilistic way. In the case of AES or
more generally of primitives with relatively small-size S-boxes (namely, 4, 6 or 8 bits
S-boxes), the solutions for the inbound phase can be found by brute force. Otherwise,
in order to efficiently find many solutions for this part of the characteristic, the
attacker can solve a system of equations which describes the characteristic in this
phase, as recently done in the case of Skyscraper [Bak25, BP25, BJGP25];

e In the outbound phase, each solution of the inbound phase is propagated outwards
in both directions, while checking whether the characteristic also holds in this phase.
The probability of the characteristic in the outbound phase should be as high as
possible.

Assuming the probability of the outbound phase is p, then one needs to prepare 1/p
starting points in the inbound phase to expect one pair conforming to the differential trail
of the outbound phase. In the case of RainHash2.0:

o regarding the outbound phase, it can cover at most 2 rounds with probability 1,
3 with probability 27°%, and 4 with probability 27!!2, based on the analysis given
in Section 5.1.2;

o regarding the inbound phase, we do believe that the attacker cannot efficiently use
brute-force to find solutions, due to the large size (namely, 64 bits) of the S-boxes.
As discussed in Section 5.2.4, no more than 4 rounds can be covered using GB.

Still, it is crucial to keep in mind that using a truncated differential with low probability
in the outbound phase impacts the maximum cost that the attacker can spend in the
inbound phase, as

cost(Inbound) x cost(Outbound) < 2'%%.

Concretely, if the attacker aims to use the 3-round truncated differential with probability
2756 (respectively, 4-round with probability 27112), then the cost of the inbound phase
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must be smaller than 272 (respectively, 216) for the overall attack to be successful. In these
cases, the inbound phase can only cover strictly less than 4 rounds. Equivalently, if the
attacker aims to cover 4 rounds in the inbound phase, then the outbound phase can only
cover 2 rounds (as this is the longest known probability-1 truncated differential), for a
total of 6 rounds. Putting all together, we claim that 8 rounds are sufficient to provide
security against this attack.

6 Proof Implementation

In this section, we demonstrate the ZK-friendliness of RainHash2.0 by implementing proof
circuits for two representative proving systems: Binius and VOLEitH-ZK. We first describe
how the components of RainHash2.0 are mapped to each proving framework and then
present the resulting practical evaluation.

6.1 RainHash2.0 for Binius

Here, we describe how RainHash2.0 can be proven within in the Binius PCS by detailing
the requirements of the specific building blocks.

Substitution-Box. The S-box function x +— £~ ! is represented in ¢t committed columns.

The correct result of the inversion function y = ! is proven by the constraint z-y+1 = 0.
To properly handle the special case x = 0, this constraint is extended with the additional
term x 4 Sy = 0, which ensures that y = 0 whenever = 0. Here, /3 is a random challenge
that prevents a dishonest prover from choosing x,y # 0 such that  + y = 0. The final
constraint is given by (z-y+1)- (x + By) = 0, proving the correct computation of y = 1.
For 2,y = 0, the product evaluates to 0 because the right factor becomes (0 + - 0) = 0,
while for any nonzero value x = a and y = a1, the left factor becomes (a-a~! +1), which
evaluates to 0, ensuring that the constraint (z -y + 1) - (z + By) = 0 is satisfied when

y=z tory=0ifz=0.

Linear Layer. For ¢t = 12, the linear layer combines two state elements, selected via a
right and left shift, with a constant field element «. This is captured using 8t virtual
columns (one per row of the 8 x ¢ state matrix) via the virtual linear combination protocol.
For t = 8, the linear layer reduces to a right shift, as a = 0. While this still requires 8¢
virtual columns, constraint evaluation is simpler than for ¢t = 12.

Field Size Switch. Within each round, the field size is switched twice: after the S-box
layer, the state is decomposed as T, — ']I‘gXt7 and after the linear layer, it is recomposed
into TY. The composition of ¢ elements in Tg can be expressed as a linear combination
of the 8t values in T3 and their respective shift offsets: ZZ:O x; - 2379 Proving correct
decomposition proceeds as follows: the decomposed state is committed in 8¢ T3-columns,
the composition is recomputed to obtain ¢ values in Tg, and equality constraints enforce
that each recomposed value matches the original Tg element.

Total. In summary, one round function requires:
e t Tg and mt T3 committed columns, representing the state after the S-box computa-
tion and the decomposed state;

e (8 4+ 2)t virtual columns, representing the state after the shuffle layer and the
recomposed states before and after the shuffle;
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e 2t Tg zero-constraints, proving the correctness of the S-box computation and the
state decomposition;

e 2t Tg and 8¢ T3 virtual constraints, proving the correctness of the shuffle and state
composition.

Note that for ¢ = 12, not only the number of constraints but also the complexity of the
shuffle layer increases.

6.2 RainHash2.0 for VOLE-ZK

The VOLE-ZK proof system consumes the secret input = € F§** as part of the witness.
The proof proceeds round by round as follows.

State Representation and the Linear Layer L. Before the first round, the state is
transformed into row-major representation and packed into Fos elements as F§*t — Fg‘gt.
The L layer is a linear VOLE operation, involving indexing switching, on Fos elements,
applied row-wise. In the proof implementation, we operate directly on Fo bit indices rather
than interpreting them as Fgs elements. This avoids repeated representation switches
between the row-major (L) and column-major (S) layouts per round, which would otherwise
incur cache miss penalties and reduce runtime performance.

The Nonlinear Layer S and Inverse Checks. The S layer is the inverse S-box over Faoa,
defined as S(z) = 27! for z # 0 and S(0) = 0. Before the VOLE inverse check, the Foes
witness elements in the circuit are lifted to Fox to ensure correct ZK soundness with respect
to the security parameter \; these lift gates are linear in VOLE and require no additional

communication. For z # 0, the inverse check follows the Quicksilver strategy [YSWW21] as
adapted in VOLEitH FAEST signature [BBASG*23, BBM*24]: "W -"W{ , +1 2 0, where
"Wi and "W¢ , denote the input and output of the i-th S-box in round r € {0,...,7},

respectively. To also handle x = 0, [BBM™24] propose replacing the above with two checks:

(TWiin)2 : TWéut + TWiil ; 0, (26)
Wi (W) Wiy £ 0. (27)

These incur no additional communication overhead, as squaring is linear over Fy. Rain-
Hash2.0 with ¢ = 8 (resp. t = 12) requires 8 (resp. 12) inverse checks per round.

Round Transition and Final Check. After each S layer, the outputs "W/, (in Fy) are
passed through L followed by a round-constant addition @ ¢, producing the input to the
next round’s S-boxes. Finally, in the last round, the public output y € F2* and the hash
capacity (secret witness) are combined into F$** and processed through RainHash2.0’s
inverse permutation (the linear round-constant addition @ ¢; followed by the inverse shift-

rows) to recover the last-round S-box outputs “W¢ .. The final VOLE inverse check is
then TWi - TWi  +1=0.

6.3 Practical Results

We provide proof implementations of RainHash2.0 with ¢ € {8,12}.
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6.3.1 Binius Circuits

The Binius implementation constructs a proof attesting to the correct execution of con-
catenated RainHash2.0 permutations, thereby demonstrating knowledge of a valid hash
preimage. By benchmarking 2!* permutations, we evaluate the cost of proving a Rain-
Hash2.0 hash over a 1 MB message. Our constraint system for RainHash2.0 is incorporated
into the commitment phase and linked with the existing proving and verification functions,
resulting in an end-to-end proof implementation. We compare our proof construction
against existing proof implementations'!, evaluating performance based on proof size,
proving time, and verification time, depending on the hash output size. All benchmarks
were conducted on an AMD Ryzen 9 7900X (12 cores), with Rust code compiled in release
mode using the -C target-cpu=native flag; results are summarized in Table 7.

Table 7: Benchmark results for the proof implementations in Binius when hashing ~ 1 MBT
of data, supporting single- and multi-threaded prover and verifier.

Permutation n t #Perm. Proofsize Proving time (s) Verify time (ms)
(KiB) single multi  single multi
KECCAK-f [BDPV13] 64 24 213 438 3.038 0.425  45.70 46.59
SHA-256 [Nat15] 32 16 214 701 5.248 1.383  233.55  235.30
Grgstl-P [GKM109) 8 64 214 416 0.495 0.170  114.97  115.81
Vision Mark-32 [AMPS24] 32 24 214 560 1.764 0.605  10.12 10.60
32 16 214 479 1.497 0.499 12.28 9.18
32 24 214 581 2.491 0.885 12.05 12.31
. 64 8 214 510 2.364 0.708 5.78 6.25
+
Anemoi [BBC 23] 64 12 214 528 2.832 0.854 8.43 7.04
128 4 214 491 2.826 0.712 4.53 4.74
128 6 214 502 3.522 0.895 5.15 5.14
32 16 214 402 0.370 0.129 4.66 4.50
32 24 214 471 0.469 0.175 5.24 5.45
64 8 214 366 0.477 0.143 3.61 3.75
. +96
Posmipon2s [GKK™26] 64 12 214 426 0.748 0207  4.10 4.34
128 4 214 386 1.255 0.304 3.54 3.66
128 6 214 400 1.432 0.347 3.73 3.84
32 16 214 411 0.434 0.150 4.53 4.84
32 24 214 519 0.692 0.230 5.67 5.96
64 8 214 370 0.535 0.162 3.68 3.82
+
Poseons [GKK™26] 64 12 24 432 0837 0236  4.92 4.49
128 4 214 386 1.255 0.302 3.56 3.67
128 6 214 400 1.437 0.343 3.73 3.83
. 64 8 214 425 0.649 0.175 9.71 10.31
RainHash2.0 64 12 214 464 0.839 0.231  13.23  13.77

+ For KECCAK-f, we prove 213 permutation calls, which results in a hash size of 1.1 MB. We get a hash
output size of 1.049 MB for all other permutation functions for 214 permutation invocations.

KEccAK-f exhibits significantly higher proving and verification times than RainHash2.0,
with comparable proof sizes, while SHA-256 performs even worse across all metrics. Grgstl-
P achieves slightly lower single-threaded proving times; in the multi-threaded setting it
matches the 512-bit RainHash2.0 variant, while the 768-bit variant remains slightly slower.

"'The Binius framework already provides proof implementations for KEccak-f [BDPV13, BDPA11b],
SHA-256 [Natl5], Grgstl-P [GKMT09], and Vision Mark-32 [AMPS24]. See https://gitlab.com/
Irreducible0SS/binius/-/tree/924103fe50a9767b03c61981a5df12dafc1f44bd. Proof implementations
of Anemoi [BBCT23] and PosEmon2B [GKK™26] are provided by [GKK*26] and taken from the corre-
sponding Github repository https://github.com/Poseidon-Hash/Poseidon2b.


https://gitlab.com/IrreducibleOSS/binius/-/tree/924103fe50a9767b03c61981a5df12dafc1f44bd
https://gitlab.com/IrreducibleOSS/binius/-/tree/924103fe50a9767b03c61981a5df12dafc1f44bd
https://github.com/Poseidon-Hash/Poseidon2b
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Table 8: VOLE-ZK circuit benchmarks of different hash functions. s and f denote small
and fast VOLEitH ZK versions respectively: s achieves smaller proof sizes at the cost of
higher prover/verifier runtime, while f makes the opposite trade-off.

Scheme (s/f) Proof size (KB) Proving time (ms) Verify time (ms)
TSHAKE256-deg2S 55.5 31.89 33.37
1LSHAKE256—deg2f 80.1 5.57 6.03
TSHAKEZSG—deglGS 14.9 25.88 11.61
1LSHAKE256—deg16f 21.1 17.87 4.74
TRainHash-512; 6.2 15.33 14.54
fRainHash-512; 10.03 2.72 2.67
RainHash2.0-5124 6.8 12.64 12.16
RainHash2.0-512 11.03 0.42 0.41
RainHash2.0-768 9.9 26.45 21.2
RainHash2.0-768 ¢ 16.53 7.82 7.65

+ We benchmark the circuits from [BBB126] with our VOLE-ZK parameters for consistent comparison.

However, its verification times are significantly higher, and proof sizes slightly smaller.
Vision Mark-32 requires roughly twice the proving time of RainHash2.0, with verification
times between the 512-bit and 768-bit RainHash2.0 variants and moderately larger proofs.
Anemoi exhibits substantially higher proving times (at least 2x), while its verification
times range from comparable (n = 32) to significantly lower (n € 64,128); proof sizes
are slightly larger. For POSEIDON(2)B, n = 32 yields up to 2x faster proving, n = 64 is
comparable to RainHash2.0, and n = 128 is up to 2x slower than RainHash2.0. Verification
times are consistently 2-3x lower than RainHash2.0, while proof sizes are slightly larger.
Overall, only Anemoi and POSEIDON(2)B achieve competitive performance, combining
lower verification times with comparable proving times. In contrast, hardware-oriented
designs such as SHA-256 and KECCAK-f are clearly outperformed by RainHash2.0 across
all considered metrics.

6.3.2 VOLE Circuits and Plain AVX

The RainHash2.0 VOLE proof is implemented in the FAESTv2.0 [BBB*25¢, BBBT25d]
framework using VOLEitH-ZK and its optimizations. The framework provides two config-
urations: small s and fast f, trading proof size for proving/verification time, determined
by the size and number of the Merkle trees in the all-but-one vector commitment openings
(for soundness w.r.t. A). While FAEST defaults to s = 11 (for AES), we use s = 9 for Rain-
Hash2.0 to reduce proof size with negligible runtime impact. For meaningful comparison,
we also set s = 9 for RainHash and SHAKE256 circuits from [BBB*26], and port their
implementation from FAESTv1.0 to FAESTv2.0 to benefit from recent optimizations.'?
Results are summarized in Table 8. We observe that RainHash achieves the smallest
proof size due to one fewer round than RainHash2.0-512. Nevertheless, RainHash2.0, in
particular RainHash2.0-512, achieves competitive small proof sizes compared to SHAKE256,
while offering advantages in plain and hardware performance. Using the inverse-norm
optimization [BBBT25d] for the S-box would further reduce the witness size by 25%. We
conservatively estimate RainHash2.0-512, and RainHash, proofs to be close at around 6 KB,
and RainHash2.0-768, at around 9 KB.

As indicated in Section 2.4, plain performance is strongly affected by large-field
inversions. While RainHash uses full-state inverses, leading to quadratic-cost field arithmetic
(e.g., via clmul), RainHash2.0 uses several smaller Fosa S-boxes per round, yielding a

12To the best of our knowledge, SHAKE256, RainHash, and RainHash2.0 are currently the only hash
functions implemented in VOLE-ZK over Fok.
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Table 9: 1 MB message hashing runtime of optimized plain implementation.

Permutation Plain runtime (us)
SHAB3-256 [Dwol5] 180
GMiMC [AGP*19)] 52 616
Rescue-Prime [SAD20] 496 460
POSEIDON [GKRT21] 26 375
RainHash-512 [BBB126] 230 548
RainHash2.0-512 36 344
RainHash2.0-768 28 209

~ 15x speed-up. Moreover, replacing the MDS matrix in RainHash with the new shift-
rows-like approach in RainHash2.0 improves plain performance by 27x, as Fo matrix-vector
multiplications are significantly slower than Fos shift operations. Overall, RainHash2.0
achieves substantial gains in plain performance — up to 8x faster than RainHash — and
remains competitive with the industry-standard POSEIDON in the 768-bit setting (Table 9).

7 Hardware Implementation

Hardware acceleration is a central design aspect of ZK primitives. Therefore, we present
an FPGA-based implementation and hardware results of RainHash2.0 in this section. In
addition, we implement related hash functions on hardware and compare them to our
RainHash2.0 results. For all experiments, we use Xilinx Vivado and Vitis 2022.2 with
performance settings for synthesis, place, and route. We target an Alveo U280 datacenter
FPGA [Xil23], integrate our designs into an XDMA /PCI streaming shell, and verify their
correctness by running all experiments on the real FPGA.

7.1 Hardware Design for RainHash2.0

We optimize our RainHash2.0 hardware implementation for high throughput and high clock
frequency. Therefore, we fully unroll one RainHash2.0 permutation Pgs+ by instantiating 8
pipelined round function modules, each computing one round R(") with hardcoded round
constants. Our permutation design operates at a high clock frequency of 500 MHz and
accepts one new input in every clock cycle. This throughput-oriented design strategy with
fully unrolled and pipelined round functions suits the data-centric ZK deployment and
aligns with existing works [AMPS24, HKPR25]. The next subsections detail our hardware
design of RainHash2.0’s nonlinear and linear layers. We use the tower field construction
explained in Section 2.1 for the low-level arithmetic and present optimizations to enhance
the overall hardware efficiency.

7.1.1 Hardware Implementation of the Non-Linear Layer S

The nonlinear layer S is the most resource-intensive operation within the RainHash2.0
round function. Therein, the T5*! state matrix is interpreted as a T% vector, and the vector
elements are inverted in ¢ parallel T¢-field inversion modules. Our inversion modules (named
Invy, for T inversion) follow the recursive design shown in Figure 6. The Inv; module
instantiates addition, squaring, constant multiplication, inversion, and multiplication sub-
modules. On the top level, this recursive construction starts with k£ = 6 to compute the
inversion of one Tg field element. Subsequently, the sub-modules of Invy operate over Ty_1
via a divide-and-conquer approach. Each submodule (except the trivial addition using
XO0R) also uses a recursive decomposition similar to Karatsuba’s approach (see Section 2.1).
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Figure 6: Hardware design for T} tower field inversion. Refer to Section 2.1 for details.
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Figure 7: Multiplication architecture for Ts. We split each operand (a, b) into 4 x 27
elements in T; via the Karatsuba and schoolbook methods. Then, 108 T;-multiplications
are performed, each using one 4-input/2-output LUT.

Multiplier Architecture and Optimal Recursion Depth. Within the recursive Invy
module, the three Tj_; multiplication modules dominate the area consumption. We hence
optimize the recursive multiplier architecture relying on the Karatsuba decomposition
and empirically search for the optimal recursion depth. This reveals that the recursive
decomposition to the bit-level with £ = 0 (i.e., To = F3) does not yield optimal area
results on FPGAs due to their fundamental lookup-table (LUT) architecture [KSK25].
Specifically, modern Xilinx FPGAs [AMD25] support LUTs with up to 6 inputs and 2
outputs, which allows us to stop the recursive Karatsuba decomposition when reaching
Ty = Fi6. At this stage, we use one layer of Ta-schoolbook decomposition followed by LUT-
based T; multiplication, as shown in Figure 7. The operands in T; =2 F4 multiplication are
2-bit wide, which allows efficient computation of the 2-bit result using one FPGA-native
4-input/2-output LUT (LUT4/2 in Figure 7). Therein, the four inputs to each LUT4/2
are the two operands from T;, and each LUT4/2 output readily computes one bit of the
result.

We also apply this technique to the other sub-modules and verify the effectiveness via
Xilinx Vivado 2022.2. Therein, we observe a LUT reduction for Tg-inversion from 3,139
LUTs to just 1,976 LUTs, offering a clear area-related benefit for hardware designs.

7.1.2 Hardware Implementation of the Linear Layer L

Unlike the S-layer, RainHash2.0’s linear layer L, presented in Section 3.1, is lightweight. In
our fully unrolled FPGA design, the rotations and bit-wise round constant additions do
not consume logic resources, since constant rotations are free in hardware and the round
constant additions are merged into subsequent LUTs. The only operation in L consuming
logic resources is the constant multiplication by a and XOR-ing its result for the ¢ = 12
variant of RainHash2.0 (see Equation (8)). In our implementation, we use o = xo € T3 for
t=12and a =0 for t = 8.

7.1.3 FPGA Integration and Data Movement

To run our RainHash2.0 permutation on the real Alveo U280 FPGA, we integrate the
permutation module into a PCI shell based on the Xilinx XDMA IP [Xil22]. The PCI shell
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drives the FPGA’s PCle Gen3x16 interface and DDR4 memories, and performs simple
FIFO-based data buffering. We assume the host CPU to perform all data alignment and
packing operations such that no reordering functionality is left to the hardware.

Our fully unrolled and pipelined RainHash2.0 permutation unit maximizes hashing
throughput of data-independent permutation evaluations, where the throughput (TP)
for a sponge construction (capacity ¢ = 256 bits, one fully unrolled permutation unit) is
computed by TP = (- 64 — ¢) - 500 MHz - 107%. For RainHash2.0 with ¢ = 8, the hashing
throughput is TP=128 Gbps. In this case, we stream the hashing data from the host
CPU via PCI to the permutation unit. The used PCI interface offers up to 126 Gbps,
making this configuration slightly I/O-bound. Considering RainHash2.0 with ¢ = 12, the
throughput is TP=256 Gbps. This is too high for the PCI interface and would result
in a highly I/O-bound design. Thus, we assume the hashing data in the FPGA’s DDRA4
memories as in [HKPR25]. We stream the data from the DDR4 to the permutation unit
with an aggregate bandwidth of 307 Gbps, making the design compute-bound.

In case of lower off-chip bandwidths, which cannot supply the hashing TP of a fully
unrolled permutation, we propose to instantiate fewer round function modules and iterate
the round function modules multiple times to compute a full permutation. For example,
only instantiating 4 (instead of 8) round function modules requires two passes through
the pipeline. This halves the throughput and approximately halves the area consumption.
Experiments show a negligible area overhead of less than 2% due to additional multiplexing
within the pipeline and for switching round constants between the passes. Thus, the
throughput-per-area-ratio of the fully unrolled and the iterated design is almost identical,
thereby offering an area-performance tradeoff without significantly affecting the overall
hardware efficiency.

Permutation Latency. Our RainHash2.0 hardware design optimizes for high through-
put, which aligns with data-centric server-side deployment of ZK hardware accelerators.
Therefore, a single RainHash2.0 round function module features 27 pipeline stages, and the
whole permutation module with 8 round function modules has 8 - 27 + 3 = 219 pipeline
stages; the initial linear layer, input, and output buffering each add one pipeline stage.

This high pipeline latency is acceptable in typical applications of hardware acceleration,
where many independent operations demand throughput-oriented hashing. Yet, some
applications have inter-permutation dependencies, which prevent simultaneous permutation
processing in a deep pipeline. To mitigate these pipeline hazards, the pipeline can be
flushed, which causes throughput reductions proportional to the pipeline latency. However,
as shown in Table 11, our RainHash2.0 hardware design has a lower latency than other AO
hash functions, reducing the impact on throughput in data-dependent workloads.

7.1.4 Area and Power Consumption of RainHash2.0 in FPGA

Table 10 presents the area consumption of our fully unrolled and pipelined RainHash2.0
permutation modules for ¢ = 8 and ¢t = 12. The targeted Alveo U280 FPGA offers a
total of 1,131k lookup tables (LUTs) and 2,265k single-bit flip-flops/registers (REGs). We
use an Xilinx XDMA IP [Xil22] to establish a PCI Express interface for streaming data
between the host CPU and the FPGA accelerator running our RainHash2.0 instance. This
XDMA interface consumes about 60k LUTs, 61k REGs, and 172 BRAMs.

Both RainHash2.0 versions have 8 rounds, and one round function module consumes
15.8k and 24.6k LUTs as well as 12.4k and 19.9k registers for ¢ = 8 and ¢ = 12, respectively.
Within one round, the nonlinear S layer with the Invg modules clearly causes the major
area consumption, while the linear L layer only contributes negligibly to the LUT and
register consumption. Neither of the two RainHash2.0 permutations use DSPs or BRAMs.
Furthermore, the ¢ = 8 permutation is about 1.6x smaller than the ¢ = 12 permutation.
This matches the expectations given the 1.5x smaller state size of RainHash2.0 with ¢ = 8.
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Table 10: Post-implementation area consumption of fully unrolled and pipelined Rain-
Hash2.0 permutations Pgy ¢+ with 8 rounds. The area results vary slightly across instances
of the same module due to Vivado’s optimizations. No DSPs are used.

Module Hierarchy Instances LUTSs REGs BRAMs
Alveo U280 FPGA Total 1 1,131k 100% 2,265k 100% 2k  100%
PCI Express Shell with XDMA 1 59,647  5.3% 60,792 2.7% 172  8.5%
RainHash2.0 Permutation Pg4 g 1 126,586  11.2% 100,577 4.4% 0 0.0%
|- Single Round R(") 8 15,753 1.4% 12,372 0.5% 0 0.0%

|- L Layer 1 0  0.0% 2,049  0.1% 0 0.0%

|- S Layer 1 15,753  1.4% 10,323 0.5% 0 0.0%

|- Invg 8 1,976  0.2% 1,290  0.1% 0 0.0%

|- Muls 3 438  0.0% 292 0.0% 0 0.0%

|- Invs 1 663  0.1% 414 0.0% 0 0.0%
RainHash2.0 Permutation Pg4,12 1 197,798 17.5% 162,871 7.2% 0 0.0%
|- Single Round R(") 8 24,625  2.2% 19,904  0.9% 0 0.0%
|- L Layer 1 542 0.0% 1,344 0.1% 0 0.0%

|- S Layer 1 24,083  2.1% 15,483  0.7% 0 0.0%

|- Inve 12 1,976  0.2% 1,290  0.1% 0 0.0%

Finally, we note a higher LUT consumption for the Invg module in Table 10 (1,976
LUTS) compared to the initial results in Table 3 (1,399 LUTs). This is explained by the
pipelining of the final design (Table 10), while the initial results from Table 3 do not include
the overhead of pipelining. Although pipelining slightly increases the area consumption, it
is highly effective at improving the throughput and the efficiency of the hardware design.

Considering the post-implementation power consumption, our RainHash2.0 permutation
unit consumes 24.4 W and 37.5W for ¢t = 8 and ¢t = 12, respectively. Since the PCI Shell
and XDMA additionally require 8.0 W, the overall system power consumption is 32.4 W
and 45.5W for ¢ = 8 and t = 12, respectively.

7.2 Comparison to Related Works

After presenting the details of our RainHash2.0 hardware implementation, we now com-
pare the hardware efficiency of RainHash2.0 to related hash functions. The comparison
includes general-purpose hash functions (SHA-2 [Gam23], SHA-3 [HKPR25], and Tur-
boSHAKE [BDH'23]) and arithmetization-oriented hash functions over binary fields
(Anemoi [BBC*23], POSEIDON(2)B [GKK™26], Vision Mark-32 [AMPS24], and Rain-
Hash [DKR"22]). We develop FPGA implementations for all arithmetization-oriented
hash functions lacking publicly available FPGA designs. Thereby, we ensure a fair com-
parison by using the same design strategies, finite-field arithmetic modules, and matching
optimizations, as presented in Section 7.1.

The comparison presented in Table 11 mainly focuses on the throughput-per-LUT
(kbps/LUT) efficiency benchmark for sponge constructions defined in [AMPS24], where
higher values indicate more efficient designs. As shown, the t = 12 version of RainHash2.0
consumes 198k LUTs and runs at a clock frequency of 500 MHz, resulting in a hashing
throughput of TP = 256 Gbps and an efficiency benchmark of 1,294 kbps/LUT. Compared
to the t = 12 version, the ¢ = 8 version of RainHash2.0 has a smaller state size and therefore
consumes 1.56x fewer LUTs. Yet, RainHash2.0 with ¢ = 8 reaches a 1.28 x lower efficiency of
1,011 kbps/LUT, due to the lower rate/capacity ratio of the sponge construction. Table 11
also shows RainHash2.0’s single-permutation latency of 438 nanoseconds (ns).

In the next paragraphs, we provide a detailed comparison of RainHash2.0 to the related
designs. We limit our discussion to the most efficient configuration of RainHash2.0 for
hardware (¢t = 12), while providing the remaining benchmarks in Table 11.
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Table 11: FPGA performance comparison considering one fully unrolled permutation.

Hash Function, AO Rate Freq. LUT Latency TP Efficiency Our Efficiency
S-box Size Bits  MHz k ns Gbps  kbps/LUT Benefit

RainHash2.0, 64b, ¢ = 8* v 256 500 127 438 128 1,011 1.28x
RainHash2.0, 64b, ¢t = 12 v 512 500 198 438 256 1,294 1.00x
Vision Mark-32, 32b [AMPSZAl]b v 512 250 398 448 128 322 4.02x
Anemoi, 63b [BBC*23]2 v 252 465 556 1,974 117 211 6.14x
Rain, 128b [DKR*22)* v 128 500 230 962 64 278 4.66x
Rain, 256b [DKR*22]* v 256 429 748 1,569 110 147 8.82x
POSEIDON2B, 32b [GKKT26]* v 256 500 220 760 128 583 2.22x
POSEIDON2B, 32b [GKK™26]* v 512 499 330 762 255 773 1.68x
POSEIDON2B, 64b [GKKT26]* v 256 484 467 1,380 124 265 4.88x
POSEIDON2B, 64b [GKK™26]* v 512 443 653 1,508 227 347 3.73x
POSEIDONB, 32b [GKKT26]* v 256 467 451 749 120 265 4.88x
POSEIDONB, 32b [GKK™T26]? v 512 446 881 785 228 259 5.00%
POSEIDONB, 64b [GKK26]* v 256 416 728 1,524 106 146 8.85x
SHA-2, 32b [Gam23]L:2° X 256 274 2 124 4 2,400 0.54x
SHA-3, 5b [HKPR25]* X 1,088 500 69 52 544 7,870 0.16x
TurboSHAKE, 5b [BDH"23]* X 1,088 500 26 28 544 20,852 0.06x

AO: arithmetization-oriented, *Alveo U280, PAlveo U55C, “Kintex xcku035-ffvall56-3-e, Ipartially unrolled,
2Merkle-Damgérd construction. No DSPs or BRAMs are used in any of these designs.

Vision Mark-32. We begin with Vision Mark-32 [AMPS24]. Similar to RainHash2.0,
Vision Mark-32 operates over binary tower fields. The authors also present hardware
results for an Alveo U55C FPGA, which is very similar to our Alveo U280 FPGA, thereby
allowing a direct comparison. Yet, Vision Mark-32 only reaches a frequency of 250 MHz,
which limits its hashing throughput. Moreover, Vision Mark-32 uses 398k LUTs due to
costly MDS matrix multiplications in the linear layer. In contrast to Vision Mark-32,
RainHash2.0 with ¢ = 12 uses a simpler linear layer and lowers the area consumption by
2x for the same rate of r = 512. This allows RainHash2.0 to reach a 4.02x efficiency
improvement over Vision Mark-32.

Anemoi. Next, we consider the Anemoi [BBC'23| permutation with its SPN-based
round function. Instantiated over Fges and with a state size of 2 x 4 x 63 = 506 bits,
Anemoi consumes 556k LUTs. This high LUT consumption is caused by the z — z!/3
operation in the Anemoi S-box. We implement this operation using z'/% = g3 mod 21
x0X5555555555555555 in Fyes and via an efficient addition chain obtained from [McL25].
Overall, the computation of z'/3 requires 5 multiplications and 5 squarings. Together
with other multiplications in the S-box and the linear layer, this leads to the high area
consumption of Anemoi and also impacts the achievable clock frequency of the hardware
design. In particular, the dense design reaches only 465 MHz due to timing closure and
congestion issues. These effects limit the hardware efficiency of Anemoi, which is up to
6.14x less efficient than RainHash2.0.

Rain. The Rain design [DKR™22] proposes a keyed permutation over large fields Fan with
n € {128,192,256}. The S-box in Rain causes the major area consumption, as it computes
z~! = 22" =2 in Fyn. Similar to Anemoi, we implement the S-box using an addition chain
with 10 multiplications for the n = 128-bit and n = 256-bit cases. Table 11 shows the
resulting hardware benchmarks of the Rain permutation. We note that Rain with n = 256
only reaches 429 MHz, which is explained by the routing congestion in the large 256-bit
multiplications. As a result, Rain is 4.66x (n = 128) and 8.82x (n = 256) less efficient
than RainHash2.0.

Poseidon(2)b. The authors of [GKK™26] propose POSEIDONB and POSEIDON2B permuta-
tions. Both permutations use x — 27 power maps for the S-box and split the permutation
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into outer and inner rounds. The difference between POSEIDONB and POSEIDON2B lies in
the linear layer of the outer rounds; POSEIDONB uses MDS matrices in the outer rounds,
while POSEIDON2B uses circular matrices with low Hamming-weight elements. The heavy-
weight MDS matrix multiplications in POSEIDONB result in increased area consumption
compared to POSEIDON2B, as shown in Table 11. Indeed, the POSEIDONB variant with
Fass and 768-bit state even exceeds the available LUTSs in the target FPGA. Compared to
POSEIDON(2)B, our RainHash2.0 reaches between 1.68x and 8.85x higher efficiency.

General-purpose hash functions. Finally, we consider conventional SHA-2, SHA-3, and
TurboSHAKE hash functions. The hardware implementation of SHA-2-256 from [Gam23]
features a partially unrolled SHA-2 core running at 274 MHz. Therefore, the efficiency
benchmark is 2,400 kbps/LUT, which is about 1.85% more efficient than the best-performing
configuration of RainHash2.0. The native performance of SHA-3 and TurboSHAKE (a
round-reduced version of the SHA-3 permutation) is even higher. Compared to RainHash2.0,
SHA-3 and TurboSHAKE run at 500 MHz and reach a 6.1x and 16.1x higher efficiency,
respectively.

7.3 Discussion of Hardware Results

Based on the presented hardware results, we see a clear efficiency benefit of RainHash2.0
compared to other arithmetization-oriented hash functions over binary fields. Specifically,
RainHash2.0 outperforms other circuit-friendly designs by factors between 1.68x and 8.85x.
Compared to conventional hash functions, the performance of RainHash2.0 is naturally
lower. However, conventional hash functions introduce overheads in their arithmetization,
leading to higher prover and verifier costs.

Moreover, the RainHash2.0 hardware benefits from a compact area footprint and
improved routability. These properties, combined with hardware-friendly binary field
arithmetic, enable our RainHash2.0 implementation to reach a high clock frequency of
500 MHz, which directly translates to high hashing throughput. Reaching such high
frequencies on FPGAs is not trivial and shows the strength of our proposed design. Finally,
our RainHash2.0 design strategy for FPGAs naturally extends to other hardware platforms
such as ASICs, thereby allowing broad-scale hardware deployment of RainHash2.0.
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Supporting Material

A Supplementary Figures and Tables

A.1 Statistical Attacks - Truncated Differentials

(b) t =12 with a # 0.

Figure 8: Truncated differential for 2-round RainHash2.0. A byte with non-zero difference
is denoted in blue. The probability p is equal to 2756,
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Figure 9: Truncated differential for 3-round RainHash2.0. A byte with non-zero difference
is denoted in blue. The probability p is equal to 2756,
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A.2 Algebraic Attacks - Polynomial Representations

Table 12: Polynomial representations of the inversion map S; : Ty, — Ty, in coordinates
over Ty, , cf. Equations (13) and (16). For each pair (ko, k1), the table lists the extension
degree m = 2F27%1 the monomial bound as specified in Table 4, as well as the maxi-
mum/minimum/average number of monomials in the different models. All m coordinate
polynomials achieve the maximum degree d.

# monomials in model Y = X1 # monomials in model XY =1
ko ki m bound max min avg bound max min avg
1 0 2 22 3 2 2.50 5 3 3 3.00
2 1 2 23 6 4 5.00 5 3 3 3.00
3 2 2 25 18 16 17.00 5 3 3 3.00
4 3 2 29 258 256 257.00 5 3 3 3.00
5 4 2 217 - - - 5 3 3 3.00
6 5 2 233 - - - 5 3 3 3.00
2 0 4 24+ 1 10 5 7.25 17 9 5 6.75
3 1 4 28 41 70 59 63.75 17 10 5 7.00
4 2 4 21647 4115 4012 4070.25 17 10 5 7.00
5 3 4 23241 - - - 17 10 5 7.00
6 4 4 264 11 - - - 17 10 5 7.00
3 0o 8 28 41 134 97 114.62 65 30 9 18.00
4 1 8 216 11 16425 15975  16211.88 65 35 9 19.00
5 2 8 28241 - - - 65 35 9 19.00
6 3 8 26441 = = = 65 35 9 19.00

Table 13: Coefficients C} ; » of the linearized polynomial representation L; : TE — Tg for
4 = 0 of the linear layer L : T§*" — T5**, cf. Equation (17). Here 0 <i <t, 0 <k < m.

(a) t =8.

i\k 0 1 2 3 4 5 6 7

0000001400000000 FD48001400000000 1400001400000000 E948001400000000 0000001400000000 FD48001400000000 1400001400000000 E948001400000000
1401011001041401 E94826FD49D56E8C 00000104270F0441 FD4827E949D5BBC4  1401011000000000 E94826FD49C187C4 00000104260B0441 FD4827E949C1468C
1400010000141400 E94826FD49D56E8C 0000001448FD1401 FD4827E949D5BBC4  1400010000000000 E94826FD49C187C4 0000001448E91401 FD4827E949C1468C
0000010401040000 000001140328E948 00000104270F0441 00000114023CFD48 0000010400000000 00000114023CE948 00000104260B0441 000001140328FD48
0000001400140000 000001140328E948 0000001448FD1401 00000114023CFD48 0000001400000000 00000114023CE948 0000001448E91401 000001140328FD48
1401011000000000  140149E900000000 1401010400000000 140149FD00000000 1401011000000000 140149E900000000 1401010400000000 140149FD00000000
1400010000000000  140149E900000000  1400001400000000 140149FD00000000  1400010000000000 140149E900000000 1400001400000000 140149FD00000000
0000010400000000  FD48001400000000 1401010400000000 E948001400000000 0000010400000000 FD48001400000000 1401010400000000 E948001400000000

RN T

(b) t = 12.

i\k 0 1 2 3 4 5 6 7

0 0000005D00000000  4ED6005D00000000  5DO0005DO0000000  13D6005DO0000000  0000005D00000000  4EDE005D0O0000000  5DO000SDO0000000  13D6005DO0000000

1 0000040900000000  B39E004900000000  4904040900000000 FA9E004900000000 0000040900000000 B39E004900000000 4904040900000000 FA9E004900000000

2 4900040000000000  49049AFA00000000  4900004900000000  49049AB300000000  4900040000000000  49049AFA00000000  4900004900000000  49049AB300000000
3 4904044000000000  49049AFA00000000  4904040900000000  49049AB300000000  4904044000000000 49049AFA00000000 4904040900000000  49049AB300000000
4
5
6
7

0000004900490000  000004490C8EFASE  000000499EB34904  0000044908C7B39E  0000004900000000 0000044908C7FASE  000000499EFA4904  000004490C8EB39E
14010519050D1401 E94822B4455B9412 0000050DA2040DDS  FD4823A04112085A 1401051900000000 E94822B441067D5A 0000050DA7090DDS — FD4823A0454FF512
5D000500005D5D00  13DEA7T4ED3E8716B  0000005DD64ESDOS  4ED6A213D3E899BD  5D00050000000000  13DEA7T4ED3B562BD  0000005DD6135D05  4ED6A213D3BSD76B
49040544050D4904 FA9E80A79915F6AF  0000050DA2040DDS B39ES84EE9801DF31  4904054400000000 FA9E80A798480C31 0000050DA7090DDS B39ES84EE995CE6CAF
8 0000001400140000 000001140328E948 0000001448FD1401 00000114023CFD48 0000001400000000 00000114023CE948 0000001448E91401 000001140328FD48
9 1401011000000000  140149E900000000 1401010400000000 140149FD00000000 1401011000000000 140149E900000000 1401010400000000 140149FD00000000
10 1400010000000000  140149E900000000 1400001400000000  140149FD00000000  1400010000000000 140149E900000000 1400001400000000  140149FDO0000000
11 0000010400000000  FD48001400000000 1401010400000000 E948001400000000 0000010400000000 FD48001400000000 1401010400000000 E948001400000000
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A.3 Algebraic Attacks - Interpolation Attack
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Figure 10: Number of monomials reached in toy RainHash2.0 with (kq, k2) = (1,2).

A.4 Algebraic Attacks — Grobner Basis Attacks
A.4.1 Estimated Complexity

Table 14: Estimated D, and log, Grobner basis complexity (in parentheses, w = 2)
under different attack scenarios for RainHash2.0 with (k1, k2) = (3,6) and m = 8.

Sponge Compression
t (2nd) preimage CICO-1 CICO-2 CICO-3 preimage 2nd preimage
8 65 (248) 256 (640) 256 (583) 256 (519) 256 (583) 65 (248)
12 256 (693) 256 (831) 256 (788) 256 (742) 256 (788) 97 (376)

(a) Model over F' = Fys with degree-q: field equations for R = 1. All systems are overdetermined.
Dyeg is computed as the minimum of the Hilbert series estimate (under the semi-regularity

assumption) and ¢;.

t/R 1 2 3 4 5 6
8 9 (27) 17 (58) 25 (90) 33 (121) 41 (153) 49 (185)
12 13 (43) 25 (90) 37 (137) 49 (185) 61 (232) 73 (280)

(b) Model over F,, = Fyea at structural degree 2 for 1 < R < 6. All attack scenarios yield identical
values of Dreg (computed from the Macaulay bound under the regularity assumption), as systems
are either square or made square by fixing excess variables.

A.4.2 Experimental Results

All practical experiments are conducted on a machine with an INTEL XEON E5-2630 v3
@ 2.40 GHz and 378 GB RAM under DEBIAN 11 using MAGMA V2.26-6. Given the large
number of configurations, we imposed time and memory limits on every run. Because the
cost varies substantially across instances, these limits were adjusted per experiment; the
values used are stated in the caption of the respective table. For a run that completes
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within its limits, we report the measured Grébner-basis solving time and peak memory.
For a run that does not complete, the entry instead reports the resources it consumed
up to termination (the elapsed running time and the peak memory reached) annotated
with a marker for the cause: 7 if it hit the time limit, and { if it ran out of memory
(either Magma aborting on a failed allocation, or the job being killed by the system once
it exceeded its memory budget). Note that for (kq, k2, m) = (2,3,2), some runs were
executed concurrently on the shared machine (so a memory-pressure termination reflects
combined demand), while for (ki, ko, m) = (2,4,4), jobs ran sequentially against an explicit
per-job memory limit of 320 GB. When a run is terminated so early that the corresponding
quantity was never recorded (for instance while still computing the degree of regularity,
before any memory statistics are emitted) only the marker is shown; the elapsed time,
which we reconstruct from the job’s start and cancellation timestamps, is still reported
where available. A dash (-) marks a configuration we did not run.

We analyze the results along three axes: the attack scenario, the algebraic model, and
the growth in the parameters ¢ and m. Throughout, we base quantitative statements
on runs that complete within their limits, since the time and memory of an aborted run
reflect the phase at which it was terminated (and, for (2,3,2), the concurrent load on the
machine) rather than the true solving cost; aborted runs are read only as lower bounds
confirming that the cost has already left the feasible regime.

o Attack scenario. Across all instances and both models, the three scenarios are
consistently ordered by difficulty. The compression second-preimage system is the
easiest to solve: it admits completed runs at the highest round numbers (e.g. for
(2,3,2) over Fo up to R = 8 rounds at ¢ = 2 and R = 5 rounds at ¢t = 3). The sponge
(second- )preimage system is of intermediate difficulty, completing to round numbers
similar to the compression second-preimage case for the square state (t = m) and
falling behind for the wide state (¢ = 3m/2). The compression preimage system is by
far the hardest: it leaves the feasible regime first, already exceeding the time limit at
R =3 for (2,3,2) at t = 2 in the Fy model, where the other two scenarios are still
solved in well under a second.

o Algebraic model. The F and Fy models trade variable count against field-equation
degree (Table 6): relative to the F' model, the Fy model has a factor of ny/m = 2k

more variables, but its field equations have degree only 2, versus ¢; = 22"1 Gver
F. Since we fix k; = 2 in both test instances, this ratio stays constant at 2¥1 = 4
throughout, so varying ks (and hence m) isolates the effect of the extension degree.
In general, the Fy model consistently reaches higher round numbers before becoming
infeasible (e.g. for (2,3,2) at the square state ¢ = 2, the sponge system completes
through R = 8 over Fy but only through R = 4 over F'). However, for the larger
instance (2,4, 4) with ¢ = 6 both models become infeasible within our resource limits
after only one or two rounds, primarily due to memory exhaustion, despite the larger
24h / 320 GB budget.

e Growth in t and m. The feasibility boundary recedes sharply as the state size ¢t and
the extension degree m increase. Increasing ¢ at fixed (k1, k2, m) enlarges the system
and lowers the highest solvable round: for (2, 3,2), the sponge scenario completes
through R = 8 at ¢t = 2 but only through R < 2 at ¢t = 3. Increasing m has an even
stronger effect: for the larger instance (2,4, 4), essentially no configuration completes
beyond R = 2, and most scenarios already exceed the (now much larger, 24 h and
320 GB) budget at one or two rounds.
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Table 15: Time and memory of Grobner basis computation for RainHash2.0 with
(k1,ka,m) = (2,3,2), i.e., F =Fa1 and F,, = Fos. Here y = 1.

Sponge (2nd) preimage Compression preimage Compression 2nd preimage
Model R Time (s) Mem (GB) Time (s) Mem (GB) Time (s) Mem (GB)
Fo 1 0.5 0.03 0.5 0.03 0.5 0.03
2 0.5 0.03 38.0 0.66 0.5 0.03
3 0.5 0.03 43227.0f 131.50 0.5 0.03
4 0.5 0.03 5246.4 65.06 0.5 0.03
5 47.1 0.24 9328.2 28.80% 46.7 0.24
6 124.3 0.67 17072.6 17.33% 129.2 0.67
7 173.0 0.90 10 076.4 98.01% 166.8 0.90
8 364.7 1.61 20730.0 27.40% 362.2 1.61
9 7504.0 20.65* 9561.8 26.90% 2516.1 15.98%
F 1 0.5 0.03 0.5 0.03 0.5 0.03
2 0.5 0.03 22.9 0.39 0.5 0.03
3 0.5 0.06 6656.2 16.75 0.5 0.06
4 1.4 0.14 43205.07 1.4 0.14
5 230.0 14.72% 4471.3 19.83% 232.1 14.72%
6 1909.0 41.36% 11321.5 113.45% 1174.3 31.58%
7 7969.4 34.65% 3363.6 28.49% 19643.0 98.18%
8 1954.2 24.94% 5343.9 30.82% 2716.5 26.95%
9  43226.07 9004.2 25.15% 1110.7 10.47%

t Time limit of 12 h = 43200 s reached; report running time and reached peak memory.
1 Out of memory (no explicit limit set); report running time and reached peak memory.
(a) State size t = 2.

Sponge (2nd) preimage Compression preimage Compression 2nd preimage
Model R Time (s) Mem (GB) Time (s) Mem (GB) Time (s) Mem (GB)

Fo 1 0.6 0.03 43203.0f 0.5 0.03

2 34166.9 29.64 5241.1 1 0.5 0.03

3 86417.0 17107.0 1.1 0.03

4 8491.0 14.61% 8489.9 211.8 0.77

5 2672.8 18.13% 3489.5 158.7 1.62

6  43220.07 43220.07 2586.5 15.55%
F 1 0.5 0.03 43227.0f 51.91 0.5 0.03

2 620.3 4.24 17507.1 138.67% 0.5 0.03

3 27174.6 157.98% 1629.3 22.54% 4.4 0.34

4 2653.9 34.02% 10863.1 92.68% 1264.5 40.23%

5 3332.8 65.42% 267.9 6.59% 43222.01

t Time limit of 12 h = 43200 s reached; report running time and reached peak memory.
1 Out of memory (no explicit limit set); report running time and reached peak memory.
(b) State size t = 3.
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Table 16: Time and memory of Grobner basis computation for RainHash2.0 with
(k1,ka,m) = (2,4,4), i.e., F' = Fos and F,,, = Fo1s. Here x = 2.

Sponge (2nd) preimage Compression preimage Compression 2nd preimage
Model R Time (s) Mem (GB) Time (s) Mem (GB) Time (s) Mem (GB)

Fo 1 0.5 0.03 23585.7 0.5 0.03

2 36.7 0.06 3735.0 60.80* 31.4 0.06

3 - - - - - -
F 1 0.5 0.03 86 405.07 0.5 0.03

2 f 2172.7 29.39% 14428.4 ¥

3 1790.3 40.15% - - 664.5 11.66%

1 Time limit of 24 h = 86400 s reached; report running time and reached peak memory.
1 Out of memory (320 GB limit); report running time and reached peak memory.
(a) State size ¢t = 4.

Sponge (2nd) preimage Compression preimage Compression 2nd preimage
Model R Time (s) Mem (GB) Time (s) Mem (GB) Time (s) Mem (GB)
Fo 1 9114.3 7649.5 0.5 0.03
2 4791.8 82.84% 86429.07
F 1  63301.3 336.47% 7064.9 1.4 0.10
2 43216.01 1432.3 25.20% 1961.0

1 Time limit of 24 h = 86400 s reached; report running time and reached peak memory.
1 Out of memory (320 GB limit); report running time and reached peak memory.

(b) State size t = 6.
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